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ABSTRACT

A distributed Wireless Sensor Network (WSN) is a collection of
n sensors with limited hardware resources. Sensors can exchange
messages via Radio Frequency (RF), whose range usually covers
only a limited number of other sensors. An interesting problem
is how to implement secure pair-wise communications among any
pair of sensors in a WSN. A WSN requires completely distributed
solutions which are particularly challenging due to the limited re-
sources and the size of the network. Moreover, WSNs can be sub-
ject to several security threats, including the physical compromis-
ing of a sensor. Hence, any solution for secure pairwise communi-
cations should tolerate the collusion of a set of corrupted sensors.
This paper describes a probabilistic model and two protocols to
establish a secure pair-wise communication channel between any
pair of sensors in the WSN, by assigning a small set of random
keys to each sensor. We build, based on the first Direct Protocol,
a second Co-operative Protocol where the assured level of secu-
rity can dynamically change during the life-time of the WSN. Both
protocols also guarantee implicit and probabilistic mutual authen-
tication without any additional overhead and without the presence
of a base station. The performance of the Direct Protocol is an-
alytically characterized while, for the Co-operative Protocol, we
provide both analytical evaluations and extensive simulations. For
example, the results show that, assuming each sensor stores 120
keys, in a WSN composed of 1024 sensors with 32 corrupted sen-
sors the probability of a channel corruption is negligible in the case
of the Co-operative Protocol.
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A Wireless Sensors Network (WSN) is a collection of sensors whose
size can range from a few hundred to a few hundred thousands and
possibly more sensors. The sensors do not rely on any pre-deployed
network architecture, they thus communicate via an ad-hoc wire-
less network. Distributed in irregular patterns across remote and of-
ten hostile environments, sensors should autonomously aggregate
into collaborative, peer-to-peer networks. Sensor networks must
be robust and survivable despite individual sensor failures and in-
termittent connectivity (due, for instance, to a noisy channel or a
shadow zone). WSNs are often infrastructure-less, and the power
supply of each individual sensor is provided by a battery, whose
consumption for both communication and computation activities
must be optimized.

A WSN can be deployed in both military and civil scenarios [15,
18]. For instance, it could be used to (1) provide a relay network for
tactical communication in a battlefield; (2) collect data from a field
in order to reveal the presence of a toxic gas; (3) facilitate rescue
operations in wide open hostile areas; (4) fulfill perimeter surveil-
lance duties; (5) operate for commercial purpose in severe environ-
mental constrained scenarios (for instance, to measure the concen-
tration of metals such as nodules of manganese on the ocean bed).
Moreover, a WSN can be used to enforce physical access control
by checking secure access to a building. Each person should carry
a sensor which contains some sort of encrypted personal informa-
tion. This information is exchanged with other sensors distributed
across the building, and can be used to authenticate, to assign the
appropriate clearance to the users, and to trace their movements in
the building.

Establishing secure pair-wise communication can be useful for many
application. In particular, [14] shows this is a pre-requisite for the
implementation of secure routing. Also, it can be useful for the
establishment of secure group communications as well. The naive
technique for implementing secure pair-wise communication is to
assign a set of secret keys to each component of the group, each key
of the set being shared with only one other member of the group.
This solution requires each member to store n — 1 keys, where n is
the size of the group, with w different keys in the group. In this
paper, we focus on confidentiality, and provide models and proto-
cols to allow any pair of sensors of the WSN to establish a con-
fidentially secure communication channel (secure channel in the
following) while loading each sensor with a small, constant size set
of keys. We devise a first protocol, the Direct Protocol, which es-
tablishes a pair-wise communication channel that is secure with a
fixed probability. We then build on this protocol a second one that
allows to trade off the desired level of security with the protocol



overhead. Note that the overhead for establishing the communica-
tion channel is paid only once for any channel set up. The secu-
rity of both approaches is analytically described, and these results
have been validated with extensive simulations. We also show that
both protocols guarantees implicit and probabilistic mutual sensor
to sensor authentication, with excellent scaling properties.

In Section 2, we report on the related work in the literature. In Sec-
tion 3, we define our system assumptions. In Section 4, we intro-
duce the Direct Protocol for the establishment of a secure pairwise
communication channel between any two sensors. In Section 5, we
describe the Co-operative Protocol, which is adaptive to the threat,
i.e. the number of corrupted sensors in the WSN. We achieve this
goal with an increase in the communication overhead. Note that
this is incurred only once for every channel establishment. In Sec-
tion 6, we show that both protocols provide probabilistic sensor to
sensor authentication. In Section 7, we discuss our analytical and
experimental results, while Section 8 presents some concluding re-
marks.

2. RELATED WORK

Several recent research works focus on key establishment protocols
in dynamic peer groups. In particular, [23] deals with the problem
of key agreement in dynamic peer groups and recognizes that key
agreement, especially in a group setting, is the stepping stone for
all the other security services. The paper also presents a concrete
protocol suite, CLIQUES, which offers complete key agreement
services. CLIQUES is based on multi-party extensions of the well-
known Diffie-Hellman key exchange method [9]. The protocols
are provably secure against passive adversaries. In [1], the above
protocols are enhanced to provide services like authenticated key
agreement in dynamic peer groups with the emphasis on efficient
and provably secure key authentication, key confirmation and in-
tegrity. However, the protocols in [1] and [23] use public key cryp-
tography. As it was pointed out in [19], public key cryptography
is not well-suited for securing WSNs. Indeed, the memory of a
sensor is typically insufficient to hold the long keys necessary to
guarantee secure asymmetric cryptographic. Moreover, sensors are
usually equipped with a low power processor which requires too
long and too much energy to compute the modular exponentiations
involved in the implementation of public key cryptography.

Among research specifically focused on WSNs, [19] shows how
to implement a security subsystem for a limited wireless sensor
network platform. The system assumes the presence of base sta-
tions acting as gateways for inter-sensor communications. Being a
base station more powerful (we can think of it as a workstation),
it is reasonable to assume it can easily implement public key cryp-
tography. By assuming the base stations trusted computing bases,
[19] can relax the assumption of tamper-resistance of sensors. The
security subsystem is shown to support a few security functions,
such as authenticated and confidentiality communications as well
as authenticated broadcast. In [3], a key management scheme is
proposed which periodically updates the symmetric keys employed
by the sensors. However, neither forward nor backward secrecy is
guaranteed. In [5] the focus is the assessment of the overhead in-
troduced by key management on power consumption. Different
schemes for key establishment in WSN are examined and a couple
of new schemes are proposed.

In [10], the idea of probabilistic key sharing for WSN is firstly in-
troduced and the authors provide a centralized algorithm for re-
keying in a distributed WSN. Recently and independently from this

work, both [6] and [25] present protocols based on random assign-
ment of keys in a WSN. In [25] a distributed group key manage-
ment protocol for mobile ad hoc networks is proposed. The proto-
col supports two operations: group re-keying and threshold based
sensor revocation. The group re-keying scheme, as well as the
threshold based sensor revocation, are based on probabilistic key
sharing. In [6], three new mechanisms in the framework of random
key predistribution to address the bootstrapping problem are pro-
posed. First, the g-composite random key predistribution scheme
achieves probabilistic security under small scale attack while trad-
ing off increased vulnerability in the face of a large scale physical
attack on network sensors. Second, the multi-path key reinforce-
ment scheme substantially increases the security of key setup such
that an attacker has to compromise many more sensors, with respect
to the g-composite scheme, to achieve a high probability of com-
promising any given communication. Finally, the random-pairwise
keys scheme assures that, even when part of the sensors have been
compromised, the rest of the network remains fully secure. How-
ever, there are many differences between the contributions in [6]
and in this work, namely: (1) the g-composite scheme is less en-
ergy efficient than the scheme detailed in Section 4, in particular
because of the key discovery phase which requires a number of
messages proportional to the number of keys assigned to each sen-
sor; (2) the multi-path reinforcement scheme requires the availabil-
ity of disjoint paths between the sender and the receiver. Disjoint
multi-path finding is an NP-hard problem, and moreover requires
knowledge of the topology. We devise a completely different so-
lution in Section 5; and (3) the sensor-to-sensor mutual authentica-
tion scheme of [6] does not scale. Our probabilistic authentication
mechanism has excellent scaling properties and is adaptive to the
level of confidence required by the authentication process.

3. SYSTEM ASSUMPTIONS

Since sensors communicate using radio frequencies (RF), broad-
casting is the fundamental communication primitive. Each sensor
can directly communicate only to a limited number of other sen-
sors, those within its communication range, and packets are deliv-
ered to destination via multi-hop. Moreover, as it has been shown
in [13], communication is the main power-demanding operation.
Therefore, communications should be maintained to the strict nec-
essary. Note that sending a message consumes more energy than
receiving a message [22], and this is a parameter of interest in de-
signing a key establishment protocol.

3.1 Sensor Components

This section describes the components of each sensor required to
implement our protocols. Note that these components can be in-
dependent modules to be added to the basic standard components.
Each sensor can execute a one-way hash function, # in the follow-

ing, a symmetric encryption algorithm E, a keyed hash HMAC (key, value),

and a pseudo-random number generator. None of these modules
need to be kept secret. Moreover, we assume that each sensor has
enough memory to store a limited number of keys. Finally, note
that we do not need to assume that sensors in the WSN are tamper-
resistant, thus relaxing the assumptions in [3, 17, 8].

In the following, ' = Ex (W) is an encrypted message where Ll is the
plain-text, K is the secret key, and E is the encryption algorithm.
Accordingly, p = E (1) is the decryption of the same message.
A summary of the notation employed throughout this paper is re-
ported in Table 1.

3.2 The Threat Model



Table1: Summary of the notation.
two generic sensors in the WSN;
set of sensorsin the WSN;
number of sensorsin the WSN; n= |A([;
size of the pool from which the keys are drawn;
the number of keys assigned to each sensor;
ith key assigned to sensor a
set of keys assigned to sensor a; Va = UK ; {V}}
the set of co-operating sensors,
number of co-operating sensors, m= |C|;
set of corrupted sensorsin the WSN;
number of corrupted sensors in the WSN; w = | W/|;
it corrupted sensor in W;
set of all corrupted keys, W = 1 {Vi };
encryption function;
hash function;
XOr operation.
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The attacks considered in this paper are: (1) passive attacks; (2)
active attacks. In passive attacks, we assume that an eavesdropper
can constantly monitor the whole WSN. We consider two types of
passive attacks that an adversary can perform: (1) cipher text at-
tack, that is, given the cipher text, the adversary tries to recover
the encryption key; and (2) chosen plain text attack, that is, the ad-
versary can feed the sensor with known data and then observe the
encrypted message sent by the sensor. Therefore, we consider con-
fidentiality and authenticity of data of paramount importance. In
active attacks, we assume the attacker can capture a sensor, col-
lecting all the information and the keys the sensor is loaded with.
Moreover, we consider a worst case scenario, that is we assume
that all the compromised sensors in the WSN are compromised by
the same attacker and thus collude to compromise the network. Fi-
nally, we assume that the environment in which the sensors operate
is untrusted. Each sensor trusts itself, while sensors do not trust
each other.

4. THE DIRECT PROTOCOL

The constraints that make the task of securing a channel between
any pair of sensors not trivial include: a limited amount of memory
and a limited battery power available to each sensor. Henceforth,
we want to design a protocol that is: (1) memory efficient: only
a limited amount of memory is required to store crypto keys; (2)
energy efficient: low computation and communication overhead;
(3) resilient to the coalition of w corrupted sensors. To match these
requirements, we will provide:

o akey deployment scheme describing how the sensors are loaded

with the keys;

e a key discovery procedure which enables an arbitrary pair of
sensors to compute the set of keys they share;

e asecurity adaptive channel establishment procedure, a mech-
anism to enable an arbitrary pair of sensors to agree on a
common key to be used to secure the channel.

4.1 The Key Deployment Scheme

Assume an n sensor Wireless Sensor Network. The random key
pre-deployment strategy proposed in [10] is composed of the fol-
lowing steps:

1. apool of P random keys {v,. ... v} 1 is generated;

2. for each sensor a in the WSN, a set Va = {V},...,vK} of k

distinct keys is randomly drawn from the pool and assigned
to a.

If the above key deployment scheme is used, the corresponding
channel establishment procedure could be quite time and energy
consuming. Even if two sensors a and b are in their communica-
tion range and share some keys, to discover which keys they actu-
ally share is not efficient. Indeed, sensor a is supposed to broadcast
messages a,E\,'a(a),i =1,...,k where a is a challenge. The de-
cryption of E\,'a(a) with the proper key by sensor b would reveal
the challenge a and the information that b shares that key with
a. This key discovery procedure requires k2 decryptions on the re-
ceiver side and k encryptions on the sender side. Moreover, at least
k messages have to be sent and received.

As observed in [25], a pseudo-random key deployment scheme
allows a more efficient key discovery procedure than a random
scheme. Given a sensor a, the idea is to generate the indexes of
the keys that will be assigned to a pseudo-randomly. The generator
is initialized with a publicly known seed dependent on a. Once the
seed is known, the k indexes of the keys assigned to a can be com-
puted by anyone. Note that this key discovery procedure reveals
only the indexes of the keys given to sensor a, and does not leak
any information on the keys themselves. The above pseudo-random
method requires a limited amount of additional storage per sensor
in comparison with the key assignment in [10]. Indeed, each sensor
has to store, along with the keys, also the index of each key. How-
ever, the new key discovery procedure now requires no message
exchange, at most k applications of the pseudo-random generator,
and k look-ups in the local memory.

In the following we adopt this pseudo-random, seed-based key de-
ployment strategy, and for this strategy we are interested in evaluat-
ing its main properties: (1) the channel establishment effectiveness
between any two sensors; (2) the efficiency of the channel estab-
lishment procedure; (3) the resilience of the channel against node
capture.

4.1.1 Channel Existence

Given two sensors a and b loaded with sets of keys V5 and Vy, ac-
cording to the seed-based strategy, it is important to assess the prob-
ability that a channel exists between two sensors in the WSN.

DEFINITION 1. A communication channel (channel in the fol-
lowing) exists between sensors a and b if and only if VanVy # 0,
that is a and b share at least one key.

From Definition 1, the probability that a channel exists between
sensors a and b is equal to the probability that a and b share at least
one key of the pool. Let E be the event: "There is at least one key
shared by a and b”. Pr[E] can be directly computed as:

PrlE]=1-PrE]=1- (Pik).

()

)

Note that channel existence scales with the WSN size. Indeed, the
probability of channel existence is independent from n, being de-
pendent only on k and P. In Figure 1 we plot the probability of
channel existence between sensors a and b as a function of the per
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Figure 1: Channel existence probability for different values of
P and k.

sensor number of keys k and for three values of the pool size P. It
is remarkable that, even with a small number of keys loaded on the
sensors, the channel has high probability of existence.

4.2 The Protocol

Assume a channel exists between sensors a and b and that a wants
to securely communicate with b. The protocol we propose in Ta-
ble 2 will provide both sensors with a session key kj , that will be
used to secure the channel. The proposed protocol is as follows:
first, a computes all the keys it shares with b (this is always pos-
sible since the indexes of the keys of b can be pseudo-randomly
computed by anyone from the publicly known seed). Then, the
keys are XOR-ed together. The resulting value

kab= P V4 @)

V'é Vp

will be used to secure all messages between a and b. Sensor b, once
it receives the first message from a, builds kj p in the same manner
and it is thus able to decrypt the message. Note that kg = Ky a,
hence, the session key does not depend on which of the two sen-
sors initiates the communication. In the first message only, sensor
a will place a known value (key_est in Table 2) to allow the receiver
to check that session key kb has been correctly computed. In case
sensor b agrees on kb, sensor b replies by sending to a, encrypted
with key kap, value key_est _conf i r mto confirm the establish-
ment of the channel.

In the construction of key kg, our protocol employs all the shared
keys between sensors a and b. Intuitively, ky, is as strong as the
strongest key sensors a and b can agree on. The attacker has to
know all of the keys shared between the two sensors to corrupt the
channel. In the following we will often refer to the shared key ka
as the channel (indeed k,, provides the effective implementation
of the channel). Expressions like “the channel has been corrupted”
means that the coalition of the corrupted sensors has been able to
recover all the shares of key ka p.

The protocol is described in detail in Table 2. Note that the resulting
value of variable f ound is used by sensor a to check whether the
channel with b exists or not. In the case there is not a channel
between a and b, ka p, is equal to 0 and the Direct Protocol fails.

Table 2: Pair-wise probabilistic secure communication channel
establishment

Direct_Protocol(b: sensor_ID)
Input: the ID of the receiver sensor;
Output: kap = Duicv, Va
1 kap = 0;
2 dest_indexes=key_discovery(b);
3 found=false;
4 for all dest_ix € dest_indexes
5. if dest_ix € my_key_indexes then begin
6 Kab = Ka b ® my_keys[dest_ix];
7 found=true;
8 end
9. if NOT(found) then error
10. elsea — b:< a,b,Ey,, (key_est) >;

Assume that the channel between sensors a and b is under the attack
from a coalition W = {wy,...,w,} of w> 0 corrupted sensors.
The corrupted sensors know W, the set of all the keys they have
been loaded with:

w

W = Ve

i=1
We focus on event C, , = “all the keys shared by a and b are known
by the set 7/ of the corrupted sensors”, that is W D VaNVy,. Event
Ca Can be written as a combination of events Ej = “key vy either
isinW, orisnotinVy”:

k k

Cap = /\Ei = /\ (ViaEW \/Via¢Vb).
i=1 i=1

Unfortunately, while Pr [E;] is easy to compute, Pr[Cy ] is still not
easy since events E; are not independent. We go around this prob-

lem by focusing on C,p, which occurs if at least one of the keys
shared by a and b is not present in set W. Hence:

Pr [Cap) :Pr[(véevb/\vé¢W)\/-~-v

VeV (K eVpAvE ¢ W)

LetAj = (v;’;1 €VpA vé ¢ W). Applying the formula to compute the
probability of the union of k events, we get:

=~

(—1)°*1ss
1

Pr [éab] =

f

where S; =5 ; Pr[Ag); So =y Pr[AsAA;...; Sic=PrAK_; Ajl;
that is Sy, is the sum, taken over all collections of precisely h events,
of the probabilities that all these h events occur [12]. The generic
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Figure 2: Corruption probability of the channel between a and
b for P =1000 and w=4,8,16, ask increases.

term S; can be written as:

()| ] = ()

(ien)]- O (%”)w~

According to the above equations:
Pr{Cap] =1—Pr [Cap| =

_1_ii(—1>”1('i‘)%<%> NE!

Figure 2 shows the probability that a channel between two sensors
is corrupted by W/, for different values of parameters k, P and w.
For small values of k, the qualitative behavior of the curves con-
firms the initial intuition that increasing the number of keys loaded
on each sensor enhances the security of the channel. However, this
intuition is not completely correct. Indeed, the bigger is the set of
keys assigned to each sensor, the bigger the set of keys shared by
the two sensors, and the bigger the set of different keys the cor-
rupted sensors can collect. This latter effect is overwhelming when
k gets larger. This behavior is evident in Figure 2 from the curve
of parameter w = 16, but it is present for any value of w. Observe
that, if k = P, than the probability of channel corruption is 1.

5. THE CO-OPERATIVE PROTOCOL
5.1 The Protocol

As it has been shown in Section 4, the Direct Protocol allows two
sensors to communicate with a certain degree of security. The de-
gree of security achieved depends on parameters k, P and w, ac-
cording to Equation 3. The main drawbacks of the Direct Protocol
are the following:

e the Direct Protocol is not adaptive to changes in the threat
(for instance, the number of corrupted sensors overcomes the
value w assumed as an upper bound in the design project of

the WSN), or in the security requirements (for instance, a
higher security level is desired due to the temporary manage-
ment of more sensitive information).

o for a fixed sensor key ring size k, the probability of channel
corruption can be not satisfactory even for small values of
the number of corrupted sensors (for instance, see Figure 2
for 16 corrupted sensor).

To overcome the above drawbacks, we propose a scheme where,
with an increase in the communication overhead, the key establish-
ment phase is made co-operative. If sensor a wants to establish a se-
cure channel with sensor b, sensor a chooses a set C = {c1,...,Cm}
of co-operating sensors such thata,b ¢ ¢ and m > 0. Then, a sends
a request of co-operation to each of the sensors in C. The request
carries the 1D of b. Each sensor ¢ in € transforms its original chan-
nel key with b, ke, as follows: first, k¢, is built according to the
Direct Protocol; then, a share is created by hashing Ke,p with the id
of a

HMAC(I1Da, ke p); 4)

finally, the share is sent to a. When all the shares are received,
sensor a computes ka 1, and combines it with all the shares to obtain

a cooperative channel key kg b

kgb =Kap® (@HMAC(lDa, kc,b)> ) (5)

ceC

Sensor a sends #(kS,) to b along with the list of sensors in C.

Sensor b, once it has received this message, has all the information
required to locally compute kab, without sending or receiving any

other message, and to double-check the resulting key with }[(kgb).
Note that, when m = 0, the Direct and Co-operative Protocol are
equivalent.

Table 3 shows in detail the pseudo code of the Co-operative Pro-
tocol. In Figure 3, we show a simplified instance of the messages
exchanged by the Co-operative Protocol in the case there is only
one co-operating sensor (c1). In step (1), sensor a sends the request
of co-operation to sensor c1; once ¢4 has received such a request, it
computes K, ,, according to the Direct Protocol and sends a trans-
formed and not-invertible image of such a value to a, as shown
in step (2). Finally, sensor a computes kgb according to Equa-
tion 5, and sends this value to b, together with the set of sensors
(c1) that co-operated in building the channel (step (3)). Note that it
is mandatory for sensor a to send, in step (3), the list of sensors in
C, otherwise b would not be able to compute kgb. Such a list is at
most mlogn bits long. '

Set C can be chosen according to several policies. A first energy
preserving option is to include only relatively nearby sensors in C.
For example, only sensors within one or two hops. This choice
yields a more efficient key setup phase, though the protocol can be
weaker against geographically localized attacks. A second option is
to choose € randomly. At the price of a larger communication over-
head especially in large networks, the protocol would support both
random and geographically localized attacks. Third, sensors can be
chosen according to individual properties, like tamper-resistance,
giving a potentially more secure channel. Of course, mixtures of
the above policies are also possible.

The Co-operative Protocol shows the following features:



Table 3: Pseudo code of the Co-oper ative Protocol for the pair-
wise key establishment

Co-operative_Protocol(b :sensor)
Input: the receiving sensor;
Output: kgb and the set of co-operating sensors C

1. Generate set C;

2. Set time-out A;

w

kgb =0;
for all c € C do begin
kac = Direct_Protocol(c);
a—c:<a,c,Eg (ri chkey|b) >
end;
C'=C,
while (€' # 0 and (not elapsed(A))) do begin

© © N o g &

10. a«c:<c,a,Ex, (HMAC(IDgkep)) >
11 s=E_*(Eg, (HMAC(IDa,kep)));

12. = —{c}

13, kG, =kSp®@s

14. end

15. kS, = kab ©kSp;

16. a—b:<a,b, CHEkgb(}[(kgb)) >;

(1) Ey,,;, (regcoop,b)
= T
C1 @) a Ob

(3) CllEse, (k)

(2) Ex,, (HMAC(IDa; ke, b))

Figure 3: Example of co-operative approach with one co-
oper ating sensor

e sensor failure resistance: if a sensor in C is not available for
any reason (for instance, the sensor is destroyed or its battery
exhausted), the protocol will not fail or deadlock; moreover,
if some sensors do not answer to the request of co-operation
within a certain time-out, sensor a can choose to add other
sensors to C, in order to achieve a satisfactory level of secu-
rity.

e no information leakage: since co-operating sensors provide
a with a transformed, not-invertible image of their channel
with b, no information on the effective channels K, 1, is re-
vealed;

e adaptiveness: if no information is available on the set of cor-
rupted sensors but an upper bound on w, set C can be chosen
in such a way to secure all channels with the desired proba-
bility;

o |oad balance: the work-load generated by the Co-operating
Protocol is equally distributed among all the sensors in C,
one message each. Only sensor a has to send m+ 1 messages
(one for each of the co-operating sensors in C and one to b).
The total cost for the WSN is thus 2m + 1 potentially multi-
hop messages. However, this cost is incurred only once, dur-
ing the channel set up. Finally, note that sensor b does not
need to send any message to build up the co-operative chan-
nel.

5.2 Security Analysis

In this section we analyze the probability of event Cab = “the co-
operative channel between a and b, with set of co-operators C =
{C1,...,cm}, is corrupted”. Recall that C,, is the event “the direct
channel between sensors a and b is corrupted”. Hence,

C{y=CapA[VCE C(CacVCch)], (6)

that is, coalition %/ is able to corrupt the co-operative channel if
and only if 9/ is able to corrupt the direct channel between a and
b and, for each co-operating sensor ¢ in C, either the channel be-
tween a and c, or the channel between b and c, or both. Note that,
in the following, we explicitly considers the possible presence of
corrupted sensors among the set of co-operating sensors.

An exact analysis of Pr [CC } is complex. Indeed, even though

it may appear counter-intuitive, events Ca and Ca ¢ are not in-
dependent, in spite of the independence of the key sets of ¢’ and

c¢”. Similarly dependent are events Ca¢ and Ccp. A way round

this problem is to compute Pr [Ca b] , the probability of event Ca?b

under the assumption that the keys assigned to sensors a, b and to
the co-operating sensors in C are drawn from the pool with replace-
ment. In other words, we assume that once key v} is drawn from the
pool and assigned to a, this key is replaced in the pool before key
vI+l is extracted. Conversely, the keys assigned to the corrupted
sensors are drawn from the pool without replacement as normally

assumed in our protocol. Note that Pr[C ab] is a lower bound on

Pr[C ab] Indeed, key assignment from the pool with replacement
possibly reduces the number of different keys a sensor holds due
to possible multiple copies of the same key assigned to the same
sensor. As a consequence, the number of keys shared by a, b, and
the sensors in C, the “honest” sensors, is possibly reduced. Hence:

Pr [cgb] =1-Pr [ég b] <1-Pr [ég b] . )



The following equation makes explicit the possible presence of cor-
rupted sensors in C.

Pr [Chn| = %Pr[rﬂC\vv\]Pr[ Solr=lc\wi] =

- %%ﬁr [Caf,b‘r=|C\W\], ®)

where M = max{1,m —w}, and r is the number of non-corrupted
sensors in C. Then,

Pr [Cgbh :#{CmW}] =

r k
=Pr {\/ (V(vaeVChAva¢W)
h=1 \i=1

>
<=

(VbGVch/\Vb¢W) ,

where, without loss of generality, we assume that c1,...,c, are the
r non-corrupted sensors in C. The above equation can be re-written
as:

Pr \/((viaevchAvg¢W)A(vgevchAv{)ng)) =
hi

The generic term S; is equal to:
5 =("") [Pr[(vh Ve, vl )
(Ve rp ew)]| =
(") [Prheval Frlew]
-Pr [vtjJ chh] -Pr [vlj)géWHj =
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]

Note in the above equation that, thanks to our assumption of key
assignment to honest sensors with replacement, events {Vi, € Vg, },
Vi ¢ W}, {vID € Ve, }, and {vID ¢ W} are now independent. Sum-
marizing:

Pr [C§b|r :#{CmW}] =

2j

=50 (%) [a-a-veha-wer® o

Finally, our lower bound on Pr [Cgb] is obtained by combining
Equations 7, 8, and 9. The lower bound proves to be very tight
when compared with the experimental results of Section 7.

5.3 DoS Attacks of Malicious Cooperators

In general, it is possible that corrupted sensors are chosen as coop-
erators in the Co-operative Protocol. This is explicitly considered
in the analysis of the previous section and in the experiments, which

shows that channel confidentiality can be probabilistically guaran-
teed. However, it is interesting to explore all possible attacks from
a cooperating sensor against other properties of the protocol.

Assume wy € CN W is a corrupted sensor included into the set of
cooperators for the channel set up from a to b. When «y; is asked
by a to provide its share, wj can behave as follows:

1. Sensor wy does not respond;

2. sensor wy sends a correct key K, b;

3. sensor w; sends a bogus key E%b.

Case 1 is equivalent to the case when a co-operating sensor is not
available anymore, for instance it has been destroyed or its battery
has run out. After the time-out A defined in Table 3, sensor a can
decide to involve other sensors if the number of cooperating sensors
is too low to guarantee its security requirements. Case 2 is the best
choice if the attacker aims at breaking the channel confidentiality.
Indeed, the channel is set up, and the attacker may have enough
keys to recover kg_b. Since this paper focuses on confidentiality, in
both the analysis and the experimental evaluation we assume this is
the default behavior of corrupted sensors. Note that the presence of
malicious cooperators does not imply that the channel is corrupted.

Case 3 may result in a Denial of Service (DoS) on sensor a. Indeed,
the channel built by sensor a with a bogus share does not match the
channel locally computed by sensor b. Even though the goal of
this paper is to address confidentiality, in the following we sketch a
few countermeasures that can be taken to mitigate this sort of DoS
attack. A first countermeasure is to randomly select another set C
of co-operating sensors and to re-apply the co-operative protocol.
In order to be an effective solution, set ¢ should be chosen small
enough to have Pr{C NW = 0] > 1/t, for some small positive in-
teger t. In this way, after t iterations on the average, a good set of
cooperators is found. Note that other subsets of cooperators can
be added later to strengthen the same final cooperative channel. A
second countermeasure is possible if a trusted channel to the center
is available. Each sensor can store an individual secret key shared
with the center, which also knows all the secret keys of the pool.
When sensor a finds that a channel key kS +p could contain a bogus
share, sensor a sends it to the center along with all the shares it used
to build the key. Assuming that a is not corrupted, the center has
all the information to track down efficiently the cheating sensors
among C and b. Then, this is sent back to a. Note that the center is
used only when a cheater is detected, and corrupted sensors are dis-
couraged to give bogus shares in this setting. Finally, even when a
channel to the center is not available, the presence of a bogus share
gives the important information that the WSN is under attack.

6. PROBABILISTIC NODE TO NODE AU-
THENTICATION

Node to node authentication is a key property. It is crucial to sup-
port a number of security functionalities. Any scheme for revoca-
tion of misbehaving nodes has its basis on the certainty that nodes
identities are correctly detected, for example.

Assume sensor a successfully sets up a channel with sensor b by
using the Direct Protocol. To what extent is sensor a sure of the
identity of sensor b, and vice-versa? In principle, sensor identi-
ties could be faked since multiple copies of the same keys are dis-
tributed in the network. However, a fundamental property of the



pseudo-random key assignment, which is not a property of the ran-
dom key assignment in [6], is that the indexes of the keys of any
sensor are publicly known. This property supports the following
authentication method: sensor b proves its identity by proving to
know the keys sensor b is supposed to know.

In our Direct Protocol, any set W of colluding sensors that pretend
to be sensor a during a channel set up with b must have all the keys
in Va Ny to succeed. Hence, the coalition can fake the identity
of a only if VanV, CW, since W has to locally compute a key
depending on all keys in VaNVy. We already know that this is
possible with probability Pr[Cy ], which is the probability that the
channel confidentiality is compromised. Consequently, as far as the
system is built in such a way to guarantee high confidentiality of
node to node channels, it also implicitly guarantees node to node
authentication with the same probability, at no additional cost. It
is easy to realize that the Cooperative Protocol also has the same
property. Finally, note that the above results do not depend on the
network size n. Hence, our proposed node to node probabilistic
authentication has excellent scaling properties.

7. EXPERIMENTAL EVALUATIONAND DIS-

CUSSION

For any given choice of parameters P, k, w, m, and network size n,
we performed our simulations iterating the following steps:

1. apool composed of P random keys is generated;

2. acollection A’ of n sensors, each with a distinct ID, is gen-
erated;

3. sets C of m sensors and W of w sensors are randomly, uni-
formly, and independently extracted from A; note that it is
possible that CN W # 0,

4. for each sensor ¢ € C, we uniformly extract from the pool a
set Ve of k keys; the same is independently done for commu-
nicating sensors a, b, and for each sensor in W .

5. for this particular assignment of keys to sensors, we compute:

(@) VanVy # 0, whether the direct channel between a and
b exists;

(b) VanVy, CW, whether the direct channel between a and
b, if it exists, is compromised;

(c) forall c € CVanV¢ # 0 and Ve NV, # 0, whether the
direct channels between a and c¢ and between ¢ and b
exist;

(d) forall ce CVanVe CW VNV €W, whether the
direct channel between a and ¢ and between ¢ and b, if
they exist, are compromised;

(e) whether channel key kgb is compromised.

We computed each of our final results from 10° runs of the above
steps.

7.1 Simulation Results

In Figure 4 we simulated the behavior of the Co-operative Proto-
col when |C| = 4,6,8, w= 8, pool size P = 1000, and the number
of keys per sensor k varies from 40 to 200. Here, a small number
of co-operating sensors are sufficient to increase the resilience to
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Figure4: Channel corruption probability for different number
of co-operating sensors, P=1000 and w = 8.
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Figure5: Channel corruption probability for different number
of co-operating sensors, P=1000 and w = 16.

corruption even for small values of k. In Figure 5, where w = 16,
four co-operating sensors are not sufficient to reduce the channel
corruption probability to a negligible value. However, slightly in-
creasing the set of co-operating sensors produces a big reduction of
corruption probability. In Figure 6 we assume w = 32 and the pool
is composed of ten thousand keys (P = 10000). For such a number
of corrupted sensors, the experiments show that it is possible to re-
duce the corruption probability to negligible values by choosing an
appropriate trade off, e. g. |C| = 8 and k = 160.

Finally, note that the results for both the Direct and the Co-operative
Protocols are independent from the network size, hence they show
excellent scalability.

8. CONCLUSION

This paper has described a probabilistic model and two protocols
to establish secure pair-wise communication channel between any
pair of sensors in a WSN. The proposed protocols shows many ad-
vantages. The number of keys to be assigned to each sensor is
bounded by a constant, regardless of size of the WSN, given the
number of corrupted sensors in the WSN and the desired level of
security. The cooperative protocol is adaptive with respect to the
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Figure6: Channel corruption probability for different number
of co-operating sensors, P=10000 and w = 32.

security threats, that is, should the number of corrupted sensors in
the WSN increase, it is possible to achieve the desired level of se-
curity at the price of an increase in communications. Note that this
overhead is paid only during the channel set up phase, while no
additional overhead is incurred for the subsequent pair-wise com-
munications. The above considerations are supported by both prob-
abilistic analysis and extensive simulations.

Our choice of using pseudo-random generation of the key indexes
of each key ring using the sensor’s id as the seed has advantages and
disadvantages. This way of deriving key rings reduces computa-
tional and communication overhead compared with the generation
of the key indexes using a secret seed [6, 10]. Also, our approach
seems to provide a few other important security benefits. First, as
seen in Section 6, implicit and probabilistic mutual authentication
between sensors can be supported with no over-head. Next, an at-
tacker cannot add to the WSN new sensors with different identifiers
by replicating the same stolen key ring. Indeed, every key ring can
be used (with high probability) by only one sensor id - malicious
sensors with different identifiers must be loaded with different key
rings. Moreover, sensors do not have to respond to key discovery
requests from unknown devices, like in [6] and [10], simply be-
cause there is no key discovery. This greatly mitigates a number of
efficient DoS attacks.

On the other hand, since key rings are derived from the sensor id,
the attacker could select a smaller set of sensors that will give him
a large subset of the main key pool. However, it is not straight-
forward to avoid related problems even using a secret seed and a
key discovery phase. With a key discovery phase approach, a ma-
licious eavesdropper, based on the information exchanged between
legitimate sensors, can identify which sensors hold the maximum
number of keys yet to be compromised, and, applying a greedy
technique, plan its attacks against them. For example, the attacker
could try to open the messages exchanged during the key discov-
ery phase between legitimate sensors a and b. If all the already
compromised keys do not work, then the messages are related to
uncompromised keys, and a and b are good candidates for the next
attack.

Based on the pros and cons discussed above, the pseudo-random
generation of key rings using the sensor’s id seems a reasonable

trade-off between security and performance.

Among future works, we intend to investigate whether it is possible
to enhance further the resilience of the co-operative channel to the
set of corrupted sensors, while reducing the number of messages
required by the protocol.
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