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Abstract

This paper analyzes the Logical Key Hierarchy (LKH)
secure multicast protocol focusing on the reliability of the
re-keying authentication process. We show that the key
management in the LKH model is subject to some attacks.
In particular, these attacks can be performed by entities
external to the multicast group, as well as from internal
users of the multicast group. The spectrum of these attacks
is spread from the Denial of Service (DoS) to the session
hijack, that is the attacker is able to have legitimate users
to commit on a session key that is provided by the attacker.
The contributions of this paper are: (1) the definition of
the threats the LKH key management is subject to; and
(2) a reliable key authentication scheme that solves the
weaknesses previously identified. This objective is achieved
without resorting to public key signatures.

keywords: Secure multicast communications, logical
key hierarchy, group key management, key distribution,
re-keying, confidentiality, authenticity, security.

1. Introduction

Many emerging applications (for instance pay per view
TV, stock option bid), are based upon a group communi-
cation model. In particular, they require message delivery
from one or more authorized senders to a large number of
authorized receivers. This model is available on the Inter-
net, where the multicast communication has been success-
fully implemented to provide an efficient, best effort deliv-
ery service to large groups of users [3]. The deployment of
network applications requiring group communication will
accelerate in coming years. Thus, security is an important
concern to enable the adoption and diffusion of the multi-
cast paradigm.

∗This work was partially funded by the WEB-MINDS project sup-
ported by the Italian MIUR under the FIRB program and by the EU IST-
2001-34734 EYES project.

Cryptographic techniques should prevent unauthorized
users from accessing the content of delivered messages. As
a result, securing group communications, that is, provid-
ing confidentiality, authenticity, and integrity of messages
delivered between group members, is a critical issue. Usu-
ally, message confidentiality is assured by using simple and
efficient symmetric key encryption for group data encryp-
tion. Note that, although group communications using so-
phisticated cryptographic techniques are proposed in the lit-
erature [18], the use of symmetric key is motivated by the
fact that asymmetric cryptography requires much more re-
sources to decrypt messages [16], thus depleting the level
of service perceived by the users.

Once the encryption algorithm has been chosen the so-
lution to the authentication problem for unicast transmis-
sion is rather simple and well known (for instance, the use
of Hash-based Message Authentication Codes (HMAC)).
However, this solution seems inadequate for multicast com-
munications. Indeed, on one hand simply employing a sin-
gle key shared by the users and the center could not pre-
vent the forgery of the packets by a group member. On
the other hand, sending an HMAC encrypted with a secret
key shared by a single user and the center would require
to send a number of HMAC which is equal to the number
of users. Therefore, we strive to devise a mechanism that,
at least under some assumptions, allows authenticity of the
re-keying packets, without incurring the overhead related to
public key signature/verification.

Confidentiality, authenticity and availability are among
the classical security requirements. Confidentiality implies
that only authorized users should decrypt a multicast mes-
sage, even though this message is broadcast over a geo-
graphical region. The confidentiality requirement can be
translated in the context of secure multicast into the follow-
ing four requirements on key distribution: (1) Non-group
Confidentiality: users that were never part of the group
should not have access to any key that can decrypt any mul-
ticast data sent to the group; (2) Forward Confidentiality:
users deleted from the group at some time t do not have ac-
cess to any key used to encrypt data after t, unless they are
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authorized to join again the group; (3) Collusion Freedom:
no subset of deleted users should be able to decrypt future
group communication, even by sharing the keys they had
before deletion; (4) Backward Confidentiality: a user added
at time t should not have access to any key used to encrypt
data before t while the user was not part of the group. In
this paper, authenticity means that when a user receives a
message it is assured about the identity of the sender. The
authenticity requirement can be translated in the context of
secure multicast into two requirements on key and data dis-
tribution: (1) key authenticity: only the center can generate
a session key; (2) data authenticity: the users can distin-
guish among the data sent by the center and the malicious
data sent by an attacker. The availability requirement con-
sists in the protocol capacity to detect and resist to some
Denial of Service (DoS) attacks.

This paper focuses on authenticity. We first highlight
the threats the re-keying procedure in the Logical Key Hi-
erarchy (LKH) model is subject to. Then, under the threat
model assumed, we show some of the possible attacks on
the re-keying procedure. Our main contribution is to pro-
vide a reliable re-keying protocol that is resilient to the ex-
posed attacks. Moreover, we sketch how to adopt such a
protocol to assure the authenticity of multicast keys and
payload data. It is worth noting that the proposed proto-
col enhances the reliability of re-keying, while introducing
very limited overhead. In Section 2, we introduce the LKH
model that will be referred throughout the rest of the paper.
Section 3 introduces the threat model that will be employed
to discuss the security of the LKH model. In Section 4, the
attacks to which the LKH model is subject to are detailed.
In Section 5 we first provide a mechanism to neutralize the
exposed attacks, that is to provide reliable re-keying, and
then we show how to adopt such a mechanism to provide
reliable authentication of multicast data. Section 6 reviews
the current work in the area, while in Section 7 some con-
cluding remarks are exposed.

2. The LKH Model

We assume the LKH model described in [21], also called
key graph model. In LKH model, there is a multicast group
M = {u1, .., un}, which is a dynamically changing subset
of all possible users. This subset can change according to
the eviction of a user from the group, or according to a new
user joining the group. We assume there is a super user,
called the center, which can send a message to the multicast
group that can be received by all members ofM. The mes-
sage is sent over an insecure channel, therefore the same
message can be received by other entities not belonging to
M. To enforce the confidentiality of data, we can assume
available to the users inM and to the center a cryptographic
module based on symmetric key cryptography. In the fol-

lowing, when the center needs to send a message m toM,
the center will compute m′ = Ek(m) and then will broad-
cast to the groupM the message. The key k, shared by all
users and the center is the session key. A join occurs when
a new user uj is added toM, while a deletion occurs when
a user ue is evicted fromM.

The key graph model builds up a tree of auxiliary keys
(in the following key graph tree), whose leaves are the pri-
vate key of the users inM. Each user has to store the keys
that are on the leaf-root path. Within this framework, an ex-
cellent trade-off between the per user required storage, and
efficiency in the number of message required to perform re-
keying is achieved.

Referring to this model, we will adopt the following ter-
minology: (1) the siblings of a user ui in the key graph is the
set of users that share with the user ui the same parent; (2)
we will assume, unless otherwise specified, that the num-
ber of the users in the key graph is exactly n = |M| = bd,
where b is the ariety of the key graph and d is the depth of
the tree. This assumption (that is, the key graph is perfectly
balanced) does not affect the generality of our findings, but
will simplify the presentation; (3) the root of the key graph
(that is the session key) is located at level 0, while its leaves
are at level d; (4) the user to be excluded from the multi-
cast group will be denoted by ue; (5) the total number of
keys, excluded the leaves, are n − 1; these keys are called
auxiliary keys. Let ki,ji a generic auxiliary key, where i is
the position in the key graph (for instance, in Figure 1 we
have i = 0..6), and ji counts the number of time the ith

auxiliary key has been changed; (6) we denote with kc,uz

the private key the center shares with the user uz; (7) note
that each user ui stores only d + 1 keys: the d keys along
the leaf-root path plus the private key.

In Figure 1 an example of such a key tree is reported.

2.1. Confidentiality and authenticity in the LKH
model

When the session key has to be changed due to the occur-
rence of an eviction, all users need to change the auxiliary
keys shared with evicted user ue. Indeed, employing one of
these keys to encrypt any message to be sent would result in
a violation of the confidentiality, since the encryption key is
hold by ue, which can correctly decrypt the message.

When a join occurs, the newly joined user uj receives
the appropriate sequence of auxiliary keys from the center.
The center encrypts such messages via the private key of
uj , which is known only by the center and uj himself. In
this way uj receives, along with the appropriate sequence
of auxiliary keys, also the session key required to decrypt
the payload messages. In the rest of the paper we refer to
the LKH re-keying protocol.

A protocol step is specified using the standard notation
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u1 u2 u4 u8u3 u5 u6 u7

  3K  ,j3   4K  ,j4   5K  ,j5   6K  ,j6

 11K  ,j K  ,j2   2

K  ,j0   0

: session key : private key : auxiliary keys (KEKs)

height 3

level 1

level 2

level 0

1

43 5

0

2

6

Figure 1. Notation and terminology employed in the following.

Table 1. An instance of the LKH protocol

Message 1. c→ u2 : [k3,j3+1]kc,u2

Message 2. c→ u2 : [k1,j1+1]k3,j3+1

Message 3. c→ u3, u4 : [k1,j1+1]k4,j4

Message 4. c→ u2, u3, u4 : [k0,j0+1]k1,j1+1

Message 5. c→ u5, u6, u7, u8 : [k0,j0+1]k2,j2

a → b : m where a, b are the principals names and m
is the exchanged message. For LKH we have c, ui, that is
the center and the ith user. We extend the standard notation
to express multicast messages as follows: c → u1..un : m
means the center sends the message m to the user group
u1..un. In the rest of this paper we focus only on the key
transmitted during a re-keying procedure, and we assume
that the format of the message m is [ki,ji+1]kz,jz

, where
the new key ki,ji+1 is encrypted using the key kz,jz . Table
1 describes an instance of the basic LKH re-keying proto-
col. In particular, we consider the eviction of the user u1 in
the LKH tree depicted in Figure 1. We assume that the re-
keying invocation command does not appear in the protocol
instance.

Intuitively the LKH protocol instance assures only con-
fidentiality; to assure also authenticity, in [21] it has been
proposed a key authentication schema that uses one signa-
ture and log n hashes to authenticate the set of re-keying
messages. For instance, the eviction of the user u1 requires
one signature and three hashes. Hence, this authentication
procedure requires an high computational and transmission
overhead.

3. The Threat Model

To analyze a cryptographic protocol, it is necessary to
study its behavior in the presence of a malicious user, called
attacker, which can perform the following actions: (1) in-
tercept and learn any sent message; (2) introduce into the
system new messages forged using the information avail-
able. This definition of the attacker is based on the Dolev-
Yao model [5]. We assume that the encryption algorithms
used are cryptographically secure.

Here we give an informal description of the threat model
used. In a multicast protocol the attacker can act as: (1) ex-
ternal: the attacker does not belong to the multicast group;
or (2) internal: the attacker belongs to the multicast group.
There is a transition state from internal to external (and vice-
versa); this happens when the attacker is evicted from or
joins to the multicast group. These three kinds of attack-
ers have a different set of initial knowledge that changes
during the attacks they perform. Let it be respectively
Ki, Kz, Ke the set of initial knowledge belonging to the
internal, evicted and external attacker. Intuitively the fol-
lowing relation Ke ⊆ Kz ⊆ Ki is always true during the
attack. The attacker power can be characterized as a func-
tion of the knowledge it acquires during the session attack
starting from a set of initial knowledge. We can consider
that the number of valid messages the attacker can com-
pose, to perform an attack, is proportional to its knowledge
set. More precisely, all the attacks an external attacker can
perform can be also performed by an evicted and by an in-
ternal attacker. The attacks performed by an evicted can
also be performed by an internal attacker.

4. Possible attacks to the LKH model

In this section, we present a few attacks that violate some
of the LKH security properties described in Section 1. The
attacks can be performed by an attacker with the Dolev-Yao
features. The attacks will be exposed in increasing order
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Table 2. The session disruption attack
time attacker user(s)
t1 e :: generate noise
t2 e(c)→ u1 : noise
. . .
ti u1 ← e(c) : noise
ti+1 u1 :: k0,j0+1 = E−1

k1,j1
(noise)

Table 3. The replay attack
time attacker user(s)
t1 i :: store a re keying session
t2 i(c)→ ut : [k0,j0 ]k2,j2

...
ti ut ← i(c) : [k0,j0 ]k2,j2

ti+1 ut :: k0,j0+x = E−1
k2,j2

([k0,j0 ]k2,j2
)

with respect to the attacker power, that is proportional to the
information the attacker is able to learn, as seen in Section 3.
We will see that the attack effects are directly proportional
to the attacker power.

We summarize the notation we use in the following for
the description of the attacks:

• ki,ji is the key associated to the ith position in the key
graph. The index ji counts the number of time the key
has been updated;

• kb, a bogus session key;

• i(c) → u : m, the attacker i speaking for center c
sends the message m to the user u;

• u ← i(c) : m, the user u receives a message m, iden-
tifying the center c as the sender;

• [ki,ji+1]kz,jz
, the key ki,ji+1 is encrypted using the

key kz,jz ;

• E−1
ki,ji

(M), the function E−1 decrypts M using the key
ki,ji .

4.1. Session Disruption

A session disruption occurs when an attacker feeds the
users with noise during a re-keying session. The attacker
knows when a re-keying procedure starts so it substitutes,
in the re-keying messages, the ki,ji+1 keys with noise. The
users starting from the noise, will recover a bogus key kb

applying on such a noise the decryption procedure using a
current and legal kz,jz key. The effect of this attack con-
sist in a kind of DoS: the attacked users will not be able to
correctly decrypt any further message sent by the center.

To perform this attack it is not necessary the attacker be-
longs to the multicast group, it can act as an external. We
can summarize the attack steps:

1. generate the noise and forge bogus initialization/re-
keying messages;

2. send the bogus messages to the targets users;

A possible instance of this attack is reported in Table 2
where e is the external attacker and u1 the target user. When
the user u1 retrieves the new key using the key kz,jz (in this
example z = 1), u1 will obtain a kb. Indeed, user u1 will
believe that kb is a valid session key k0,j0+1. Hence u1 will
try to use kb to decrypt the center’s future data messages.
Unfortunately kb is a bogus session key and u1 cannot ac-
cess to the group communication any longer.

This attack may succeed, since: (1) the values of the en-
cryption keys are supposed random, so they cannot be ver-
ified; (2) the re-keying command invocation is supposed to
be in plain text, so it can be forged by the attacker.

Note that if the attacker is an internal, even encrypting
the re-keying command the center cannot prevent the at-
tacker to succeeded, while if the attacker is an external en-
crypting the re-keying command requires the attacker to ex-
ploit the interleaving of the re-keying protocol messages.

4.2. Replay Attack

A replay attack can occur when the attacker is able to
feed the target users with old keys ki,ji . The target users
will recognize as valid any message encrypted with the at-
tacker old keys discarding the data messages sent by the
center and encrypted with the current legal keys. This at-
tack can be performed by an internal or by an evicted user.
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The aim of this attack is to inject messages that are mean-
ingful for the target users, using old session keys.

The requirements to perform this attack is that the at-
tacker has stored the messages of an old re-keying session.
The attacker steps are the following:

1. stores the re-keying communication between the cen-
ter and the target users;

2. replays the messages it stored previously;

Note that it is not need to cover the target users.
An instance of a replay attack to the session key is re-

ported in Table 3.
With reference to Figure 1, let i be the attacker acting as

an internal and ut = {u5, u6, u7, u8} the set of target users.
First, the attacker stores the messages originated as a conse-
quence of a previous re-keying session for the eviction/join
of a user belonging to the left sub-tree. Then, at time t2,
the attacker replays to the target users the root re-keying
message ( e.g. Message 5 in Table 1) we use the k2,j2 key
because the target users belong to the right sub-tree. All
the users in ut will assume the old session key k0,j0 as the
new one, k0,j0+x. Where j0 + x is the actual session key
counter. Since the attacker i is an internal user, the attacker
knows the old session key k0,j0 and can start feeding the tar-
get users with malicious data messages. Note that the target
set can be any of the users in the multicast group; it is suffi-
cient for the attacker to store a session of re-keying message
which had the target user among its final recipients.

4.3. Session hijack

This attack can occur when the attacker can feed the
users of the sub-tree it belongs to with bogus keys kb it gen-
erates. As a consequence of this attack, the target users will
only be able to correctly decrypt the messages sent by the
attacker, encrypted with the bogus keys kb. The valid mes-
sages coming from the center will not be recognized. Note
that this kind of attack can only be performed by an internal
user.

In order to perform this attack, the attacker has to belong
to the same sub-tree to which the target users belong to. We
sketch the attack steps:

1. forge the bogus keys;

2. substitute during a re-keying protocol the center ses-
sion key.

The attacker belongs to the multicast group so it knows the
valid sub-tree keys it has to use to negotiate a new k0,j0+1

center session key. An instance of this type of attack fol-
lows.

According to Figure 2 let u5 be the internal attacker and
ut = {u6, u7, u8} the target users belonging to the attacker

sub-tree. The attacker first generates a new key kb, then
it uses the valid key sub-tree, namely k2,j2 , to negotiate kb.
When the users in ut accept kb as a valid session key then in
the future communication they will accept as valid only the
attacker traffic encrypted with kb discarding the traffic data
sent by the center. The details of the messages exchanged
are in Table 4.

4.4. Delayed disclosure

The attacker can perform this attack when it is able to
intercept and delay an entire re-keying session for a set of
target users. In this case, the target users will continue to
use the old session key. Supposing the attacker acts as an
external the effect of the attack consists in a DoS, that is the
target users will continue to use the old session keys, hence
discarding all the subsequent center communications. If the
attacker acts as an internal, it can use the old keys to feed
the users with malicious data. Moreover, the attacker can
perform a re-keying of the target users by a replay attack (it
can make the target users to accept the re-keying messages
previously intercepted as new re-keying session) and then
continue feeding the target users with malicious data.

Note that the key authenticity is not violated, since the
key the attacker will employ were actually generated by the
center.

5. A Reliable Authentication Schema

We propose a new key authentication schema to fix the
flaws exposed in the previous section. This scheme is an
extension of the authentication scheme originally proposed
by Lamport [6, 8].

Let H be a one-way hash function [2]. The center gen-
erates a chain of keys for each key in the graph, for instance
for the key ki,ji we have ki,1, . . . , ki,n where H(ki,ji+1) =
ki,ji . The keys will be deployed first assigning ki,1. For
instance, when the xth re-keying is performed, the session
key that will be eventually delivered is the k0,x in the chain
originated by k0,n. Hence, the user can easily verify if
H(k0,x) = k0,x−1. If the match fails, the new received
key k0,x is not authenticated and is discarded, otherwise it
is accepted and the old key k0,x−1 is discarded. Note that
the same procedure is applied for each of the logical keys in
the ue-root path.

Assume that the session keys delivered by the center are
originated as above exposed. In accordance with the basic
LKH model [21] we assume that the center sends the first
leaf-root path to the users via a secure channel. Note that,
under the scheme exposed above, each user still needs to
store only the d keys that are along the leaf-root path. In the
following, we will discuss how this authentication schema
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Table 4. Session hijack attack
time attacker user(s)
t1 i :: generate kb

t2 i(c)→ ut : [kb]k2,j2

...
ti ut ← i(c) : [kb]k2,j2

ti+1 ut :: k0,j0+1 = E−1
k2,j2

([kb]k2,j2
)

u1 u2 u4 u8u3 u5 u6 u7

  3K  ,j3   4K  ,j4   5K  ,j5   6K  ,j6

 11K  ,j K  ,j2   2

K  ,j0   0

: malicious user

1

43 5

0

2

6

target users

Figure 2. Session hijack attack: relationship in the key graph.

Table 5. Avoiding the session disruption attack
time attacker user(s)
t1 e :: generate noise
t2 e(c)→ u1 : noise
. . .
ti u1 ← e(c) : noise
ti+1 u1 :: k0,j0+1 = E−1

k1,j1
(noise)

ti+2 u1 :: H(k0,j0+1) <> k0,j0
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prevents the exposed attacks and how such a schema can be
extended to provide multicast data authentication.

5.1. Reliable Key Authentication

Adopting the above proposed schema we avoid the ses-
sion disruption attack. Indeed, the users can recognize when
they receive a bogus session key. This is because the format
of the keys is verifiable due to the relation introduced in
the key generation process. In Table 5 at time ti+2, user
u1 retrieves a bogus key kb thinking to be k0,j0+1 so it is
able to check if the key received kb satisfies the relation
H(ki,ji+1) = ki,ji .

If the attacker tries to replay old session keys, the users
are able to check that they have received an old session
key, see line ti+2 in Table 6. The users ut retrieve the key
k0,j0+x, but since the relation H(k0,j0+x) = k0,j0 is not
satisfied, the session key is discarded.

Our key authentication schema prevents the session hi-
jack attack because the attacker is not able to create a new
session key respecting the relation H(ki,ji+1) = ki,ji . In
Table 7 at time ti+2 the users will detect the session hi-
jack attack, they retrieve the bogus session key kb they
suppose to be k0,j0+1 and check the hash relation, that is
H(k0,j0+1) <> kb.

However, the schema proposed so far does not prevent
the delayed disclosure attack. A possible solution to this at-
tack consists in performing periodic synchronized re-keying
sessions, that is every t time unit the center performs a re-
keying session. The implementation of this schema, re-
quires that the center and the users are loosely synchro-
nized. This means that the clock drift between the center
and any of the users cannot exceed a value of δ time unit.
In case the users do not receive a re-keying signal within t
time unit, an attack to the session key is detected.

Finally, note that the length of each chain of keys is lim-
ited. Hence, the problem to periodically renew the chain
while assuring authentication could arise. In the following,
we highlight two techniques to solve this issue. The first
is based on the observation that the computational cost of
an hash is almost negligible. Hence, the center can gener-
ate a chain of keys of a length longer than the number of
join/eviction that could occur during the operational period
of the multicast group. The second solution is that, once
the center is close to exhaust a chain of keys, for instance
the chain originated by k0,1, it generates a new chain of keys
k0,1 . . . k0,n such that H(k0,i+1) = k0,i, for i = 1 . . . n−1.
Assume that the current session key is k0,n, that is, the last
useful key of the chain of keys. The center then sends the
value Ek0,n(k0,1||SigPKC (k0,1)), that is the encryption of
the key in the new chain of keys, together with the same
value signed with the private key of the center. Every user
can thus verify that the new chain of keys is originated by

the center. Note that with this solution, for a given chain of
keys of length n, the center sends one signed message only
every n keys.

5.2. A reliable data authentication schema

Once the attacker can feed a shared key to some users,
hence violating the key authenticity, the data authenticity is
violated as well. Indeed, the attacker could feed bogus data
(encrypted with the bogus key) to the target users. However,
note that data authenticity can be violated without violating
the key authenticity. Indeed, the attacker can simple use the
current session key to encrypt bogus data that will be sent
to the target users.

Note that if the target user can check for some sort of
relationship among the data sent by the center, it could rec-
ognize that some of the received data (the bogus data) do not
respect this relationship. Hence, the target user could resort
to some mechanism that could eventually confirm that it is
subject to some sort of attack.

Let mi a message containing the payload. When the cen-
ter decides to start a data authentication procedure: (1) it
first produces the xor of the next v messages; (2) it creates
the value sign as the encryption with the future session key
k0,j0+1 of the xoring previously computed, that is:

sign = Ek0,j0+1(
⊕v

i=1(mi))

(3) it will send the payload messages, encrypted with the
current key k0,j0 . In this way, a user can check, when it
receives the new session key k0,j0+1, if the v data messages
received have been really sent by the center. The attacker
cannot forge the value sign because it does not know the
key k0,j0+1 that is generated according to the key generation
rule: H(k0,j0+1) = k0,j0 . Moreover being the key k0,j0+1

sent by the center after the value sign is received by users,
an attacker cannot forge it.

Note that the proposed scheme works under the assump-
tion that all the packets are received, otherwise the users
could not compute the value sign. In particular, the as-
sumption is valid for all the transmission protocols that
assure packet delivery, as the TCP does. Moreover, the
scheme can be easily extended to those protocol that do not
assure delivery, like the UDP, resorting to reliable transmis-
sion techniques , as the ones in [7, 19, 22] and discussed in
Section 6.

6. Related Work

In [10] the security requirements for a secure multicast
protocol are formally defined. In particular, we have se-
curity requirements for: authenticity, freshness, secrecy.
Some of these are the requirements the attacks we expose in
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Table 6. Avoiding the replay attack
time attacker user(s)
t1 i :: store a re keying session
t2 i(c)→ ut : [k0,j0 ]k2,j2

...
ti ut ← i(c) : [k0,j0 ]k2,j2

ti+1 ut :: k0,j0+x = E−1
k2,j2

([k0,j0 ]k2,j2
)

ti+2 ut :: H(k0,j0+x) <> k0,j0+x−1

Table 7. Avoiding the session hijack attack
time attacker user(s)
t1 i :: generate kb

t2 i(c)→ ut : [kb]k2,j2

...
ti ut ← i(c) : [kb]k2,j2

ti+1 ut :: k0,j0+1 = E−1
k2,j2

([kb]k2,j2
)

ti+2 ut :: H(k0,j0+1) <> k0,j0

Section 4 violate. For instance, the replay and the delayed
disclosure attack violate the recency freshness requirement:
the key a user receives it is not current at some specified
point in time according to the user’s local clock; the session
hijack violates the authenticity requirement: the key a user
receives it is not generated by the center. The security re-
quirements violates by the session disruption attack is the
availability requirements defined in Section 1: the attacked
users are excluded from the center communications.

LKH key authentication schema [21] avoids only the ses-
sion hijack attack. However, this feature is achieved with
log n hash digest and one signature for each re-keying invo-
cation.

In [12, 11] a data authentication schema has been pro-
posed, it requires one hash for packet assuring individual
packet authentication. We assume that our data authentica-
tion protocol can rely upon a lower level protocol assuring
that the data packets are delivered.

The following works refer to extension of the basic LKH
model, and all of them can benefit from the reliable key
authentication schema proposed in our paper.

In [20] a protocol is proposed called LKH+. The perfor-
mances achieved by LKH+, as for the join of new users, are
better than those in [21]. Indeed the keys to be refreshed,
instead of being encrypted with their respective children’s
key, are simply hashed. In this way, only the indexes of the
refreshed keys need to be multicast. Note that an index size
is smaller than the key size. LKH+ is related to the protocol
proposed in rfc2627.

The OFT protocol [9, 1] requires each re-keying mes-
sage to carry just log n keys instead of 2 logn as in the basic
LKH model. In particular, each intermediate node is asso-

ciated with two cryptographic keys: a key Kx and a key
K

′
x = H(Kx), where H is a one-way function. The key

K ′
x is blinded in the sense that it is computationally unfeasi-

ble, for an adversary, to derive Kx from K
′
x. Each member

knows the unblinded node keys on the path from its node
to the root, and the blinded node keys that are siblings to
its path to the root, and no other blinded or unblinded keys.
When the key of a node changes, its blinded version is en-
crypted with the key of its sibling node. Thus, the re-keying
message carries just log n keys.

The ELK protocol [13] focuses on secure multicast for
large groups. Such protocol addresses also reliability is-
sues for secure multicast. The ELK protocol is similar to
OFT, but ELK employs pseudo random functions to build
and manipulate the keys in the tree. ELK is based on peri-
odic re-keying, that is at given time interval the center re-
freshes the root key using the pseudo random functions and
then uses it to update the whole key tree. One of the main
advantages of ELK is that by deriving all keys, the protocol
does not require any multicast message during a join oper-
ation. Indeed, all members can autonomously refresh their
own keys. Deletion, as in OFT, requires that new keys are
generated from the children’s keys.

In [15], the use of the old keys to create or update the
new keys saves the information to be transmitted to the users
when a membership change occurs. Two operations are per-
formed on local key by the users: (1) refresh which requires
the user to receive an index from the center to generate a
new local key; (2) update which requires the user to receive
an index from the center to generate either the left or the
right child key. Given that the users refresh or update their
local key only on the base of the old key an extra message
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from the center containing the index is required to enforce
backward secrecy.

In [14], a new way to exploit the LKH model is intro-
duced. In particular, the approach takes advantage of: (1)
the set of information the users share and that can be used
to locally generate the new keys; (2) the set of keys that
the users logically share from a certain point onward in the
LKH, and that allows the users to compute autonomously
their path to the root employing a one-way hash functions.
In this way, it has been shown how to reduce of the 50%
the bandwidth required by the center for unicast communi-
cations to perform group set-up, and to deal with mass join.
Moreover, this approach allows to save more than the 50%
of the computations required by the center in mass evictions
and requires less computations on the user device than the
other solutions.

As for literature specifically addressing reliability in
multicast communications, the protocol proposed by Yang
et al. [22] uses proactive FEC in which parity packets are
transmitted along with payload packets in each FEC block.
An interesting approach that has been proposed by some
studies [7, 19, 17] is to send the key updates in the same
stream as data packets. The main advantage of this ap-
proach is that key updates are synchronized with the en-
crypted data, and a separate protocol is not needed for reli-
able key delivery. Finally, in [4] a methodology to establish
the minimal key length that guarantees a specified level of
confidentiality is proposed. Reducing the keys length re-
duces the communication cost, the computation cost, the
total re-keying completion time, the storage required by the
users, and enhances the reliability of re-keying communica-
tions. The proposed methodology scales with the number
of users in the multicast group.

7. Concluding Remarks

In this paper we have: (1) showed a few of the possi-
ble attacks to authentication the re-keying procedure of the
LKH model is exposed to; (2) provided a solution to the
possible attacks exposed. Moreover, the solution devised
requires only the application of an hash function, while cur-
rent solutions rely on public key signatures; (3) sketched a
solution that assures, with negligible overhead, data authen-
ticity. The contribution provided by this paper is a general
scheme that enhances the reliability of security in multicast
communications as for the authenticity of both encryption
keys and data. Finally, some open research problem in the
area, namely the relationship between timing issue and au-
thentication in symmetric key based security solutions, have
been introduced.
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