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Abstract —The concurrency control requirements for transaction processing in a multilevel secure file system are different from
those in conventional transaction processing systems. In particular, there is the need to coordinate transactions at different security
levels avoiding both potential timing covert channels and the starvation of transactions at higher security levels. Suppose a
transaction at a lower security level attempts to write a data item that is being read by a transaction at a higher security level. On the
one hand, a timing covert channel arises if the transaction at the lower security level is either delayed or aborted by the scheduler.
On the other hand, the transaction at the high security level may be subjected to an indefinite delay if it is forced to abort repeatedly.
This paper extends the classical two-phase locking mechanism to multilevel secure file systems. The scheme presented here
prevents potential timing covert channels and avoids the abort of higher level transactions nonetheless guaranteeing serializability.
The programmer is provided with a powerful set of linguistic constructs that supports exception handling, partial rollback, and
forward recovery. The proper use of these constructs can prevent the indefinite delay in completion of a higher level transaction, and
allows the programmer to trade off starvation with transaction isolation.

Index Terms —Data management system, file system management, transaction processing, concurrency control, two-phase
locking, exception handling, security kernel, mandatory access control, covert channels.

1 INTRODUCTION

T RANSACTIONS represent an important functionality that
any data management system (either a file system or a
database management system) must provide. Conventional
and advanced DBMSs provide a transaction management
subsystem in charge of transaction synchronization and
recovery. Because of the relevance of the transaction para-
digm in application development, transaction facilities are
now being offered as part of advanced file systems as well.
Indeed, a large class of applications exists for which the
full power of a DBMS may not be required, but for which
reliable, concurrent access to shared data is a crucial re-
quirement. As a result, transaction facilities are now being
supported in many file systems such as Camelot [1] and
Arjuna [2].

While transaction management techniques and algo-
rithms are fairly well understood for data management
systems, this is not the case for multilevel secure systems.
In such systems, the data and user processes are classified
into different security levels, and access to a data item by a
process is governed by the following mandatory access
rules: A process P can write to a data item x only if x is at
the same security level as that of P, and can read x only if x
is at a security level lower than or equal to that of P (cf. [3]).

The development of a multilevel secure data manage-
ment system requires a careful revisitation of the architec-
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tural components, techniques and algorithms used in a
conventional nonsecure system. If a system intended to be
secure is not designed properly, it may have covert channels
[4], [5] which can be exploited by sophisticated intruders to
gain illegal access to data.

Secure transaction processing is not easily achieved by
the conventional techniques, as these have grave security
implications. To illustrate, consider the following example.
Let T; be a high level transaction which is reading a low
level data item x, anld Tj be a low level transaction which is
trying to write to x.” Assume that the concurrency control
mechanism uses two-phase locking (2PL) and, therefore, the
transaction T; will have to wait to acquire a lock on x until
such time as T; releases its lock on x. Suppose T; can meas-
ure the time quantum g, it has to wait to acquire the lock on
x; a quantum of waiting time greater than a certain amount
is considered to be a 1 and below that is considered to be a
0. This knowledge can be exploited by T; to send one bit of
high level information to Tj, and by repeating this protocol
any arbitrary information can be sent. This indirect way of
sending information, against the security policy of the sys-
tem, is an example of a timing covert channel. In order to pre-
vent the class of timing covert channel, that arises from the
use of a lock-based protocol for transaction synchronization,
a low level transaction cannot be delayed or aborted, because
of a lock conflict with a high level transaction.

To date, no research effort has been reported dealing
with the problem of secure concurrency control in the con-
text of secure file systems, although this problem has been
investigated within the framework of database systems. In

1. Throughout this paper, we use the terms high and low to refer to two
security levels such that the former is strictly higher than the latter in the
partial order.
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[6], Keefe, Tsai, and Srivastava present a formal framework
for secure concurrency control in multilevel databases.
Lamport [7], Reed and Kanodia [8], and Schaefer [9] offer
solutions to the secure readers/writers problem. While
these solutions are secure, they do not yield serializable
schedules when applied to transactions (since transactions
contain read and write sets that are often related). Moreo-
ver, they suffer from the problem of starvation, i.e., trans-
actions that are reading lower level data items may be sub-
ject to indefinite delays. Ammann and Jajodia [10] give two
timestamp based algorithms that yield serializable sched-
ules; however, both suffer from starvation.

Recently, secure versions of commercial DBMSs are pro-
viding concurrency control that is free of timing covert
channel; however, the solutions adopted in these systems
are not completely satisfactory. For example, the concur-
rency control algorithm of Trusted Oracle DBMS [11] is
based on a combination of 2PL, multiversioning and
timestamp ordering. As shown in [12], the histories gener-
ated by this concurrency control algorithm are not always
one-copy serializable. As an additional example, Informix-
OnLine/Secure DBMS [13], [14] uses an approach in which
a low level transaction can acquire a write lock on a low
data item, even if a high level transaction holds a read lock
on this data item. Thus, a low level transaction is never de-
layed by a high level transaction. The high level transaction
simply receives a warning that a lock on a low data item
has been “broken.” However, despite the broken lock, the
high level transaction is still committed, unless the pro-
grammer has explicitly added some code to perform roll-
back of the transaction. A major drawback of the Informix
approach is that no information is provided to the high
level transaction specifying which lock has been broken if
the transaction has acquired locks on several low data
items. Thus, only a very primitive handling of broken lock
exceptions is possible at the application program level.

The goals of this work are:

1) to provide a multilevel secure file system architecture
that supports secure transaction processing, and to
isolate the trusted components™ in such a system;

2) to provide a set of linguistic constructs to support
flexible yet powerful systems programming. In par-
ticular features for exception handling, partial roll-
back, and forward recovery are incorporated within
the transaction paradigm;

3) to extend strict 2PL on single version data items for
concurrency control in secure transaction processing;

4) to avoid the abort and thereby starvation of the high
level transaction when a low level transaction ac-
quires a conflicting lock;

5) to guarantee serializable execution of concurrent trans-
actions;

6) to close those timing covert channels that arise due to
lock-based transaction synchronization; and

7) to provide a secure hierarchical locking facility in order
to reduce the number of conflicts between transactions.

2. A component is trusted if its software operates flawlessly for the system
to enforce security policy correctly. This requires developing a formal
specification of the component software and a demonstration that the im-
plemented system is consistent with the specification. Since it is impractical
to perform the latter task rigorously for large programs, it is necessary that
the number of trusted components be kept as small as possible.

In addition to the usual read and write locks of strict 2PL,
our protocol uses an additional lock mode called the signal
lock, which is acquired by a high level transaction T; to read a
lower data item x. Unlike a read lock, the signal lock does not
conflict with a write lock, and hence a low level transaction T]-
requesting a write lock on x is never delayed or aborted be-
cause of the read by T;. The system notifies T; of the existence
of the new value for x sometime after the write operation by
T; by sending a signal to T;. When T; receives the signal, it
decides how to handle the signal. T; can ignore the signal, do a
rollback, reread the data item x or take some other action.
Our scheme provides for delayed signals, i.e., the system sends
all signals generated by T; together, after the last write opera-
tion of T}, instead of sending a signal immediately after each
write operation. In particular, if T; reads x before T; writes to
it, and T; commits before the system can notify T;, no signal is
handled (or serviced) by T;. The use of delayed signals not
only allows the notions of exception handling and forward
recovery, as defined in [15], but also increases concurrency
among transactions while preserving serializability, as will be
shown subsequently.

The rest of the paper is organized as follows. Section 2
summarizes the security model on which our work is
based. Section 3 provides an overview of the approach. In
particular, Section 3.1 presents the system architecture. It
identifies the trusted and untrusted components of the
system as well as their various functions. Section 3.2 defines
the three different types of locking operations and also pro-
vides the lock compatibility matrix used for locking. Section
4 includes the description of the basic transaction model,
with Section 4.1 introducing the four new system calls for
transaction processing, Section 4.2 describing the Trusted
Lock Manager and Section 4.3 providing two examples of
transactions in this model. Section 5 formalizes the notions
of a well-formed transaction and histories, and proves that
histories consisting of well-formed transactions are serializ-
able. Section 6 describes an optimization of the basic locking
protocol with the introduction of multigranularity locking in
a hierarchical mode. Section 7 concludes the paper.

2 THE SECURITY MODEL

The multilevel secure system consists of a set D of data items,
a set T of transactions (subjects) which manipulate these data
items and a lattice S of security levels, called the security lat-
tice, whose elements are ordered by the dominance relation
<. If two security levels s; and s; are ordered in the lattice

such that s; < s;, then s; dominates ]sl». A security level s; is said
to be strictly dominated by a security level s;, denoted as s; <
sj, if s; < s;and i # j. Each data item from the set D and every
transaction from the set T is assigned a fixed security level.

In order for a transaction T; to access a data item x, the

following two necessary conditions must be satisfied:

1) T;is allowed a read access to data item x only if L(x) <
L(T;). In other words the transaction must be at a se-
curity level that dominates the security level of the
data item x in order for T; to read x.

2) T; is allowed a write access to the data item x only if
L(x) = L(T;). That is, the transaction must be at the same
security level as the data item x, if it has to write to x.
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Note that the second constraint is the restricted version
of the O—property which allows transactions to write to
higher levels [3], [5]; the constrained version is desirable for
integrity reasons.

In addition to these two restrictions, a secure system
must guard against illegal information flows through cov-
ert channels. The security model addresses only mandatory
access control and no discretionary access controls.

3 OVERVIEW OF THE APPROACH

3.1 System Architecture

The architecture of our multilevel secure transaction proc-
essing system can be divided into a trusted, an untrusted,
and a passive component as shown in Fig. 1. The trusted
component consists of two active elements: Trusted Lock
Manager and Trusted File Manager. The untrusted com-
ponent is a collection of Transaction Managers (TMs), one
for each security level. The passive component is the File
Store which may be physically partitioned according to
the security levels.

Note that the assumption about the Lock Manager being
trusted can be relaxed by providing one Lock Manager for
each security level. A Trojan Horse inside some untrusted
Lock Manager can compromise the correct execution of
concurrent transactions, but cannot violate security. How-
ever, as the whole body of a standard Lock Manager, writ-
ten with all the requisite defensive programming, exception
handlers, optimizations, deadlock detectors, etc. comes to
about a thousand lines of actual code [16], it is easily verifi-
able. Thus, the assumption of a Trusted Lock Manager,
which jeopardizes neither security nor integrity, is justified.

Note also that although we use the term Trusted File

Manager, this component need not be fully trusted. We
refer the interested reader to [17], [18], [19] for implemen-
tation of File Managers that require a small Trusted Com-
puting Base as their only trusted component.

The function of the Trusted Lock Manager is to provide
the basic operations of locking and unlocking data items.
The functionalities of the Trusted Lock Manager should be
designed and implemented so that they cannot be exploited
as timing covert channels. Specifically, if a TM; acquires a
read lock on a data item at level Sj/ where sj < the execu-
tion of such operation should be transparent to all subjects
at any level s, with s; <ss;.

Transaction processing is implemented by a cooperation
between the Transaction Managers, the Trusted Lock Man-
ager and the Trusted File Manager. The services of the
Trusted Lock Manager and the Trusted File Manager can be
invoked by each of the untrusted TMs. A TM, on receiving
an operation from a transaction, sends a request for the ap-
propriate lock mode to the Trusted Lock Manager. When
the Trusted Lock Manager acknowledges that the lock is
set, the TM sends the operation to the Trusted File Manager
which then is responsible for the actual access to the data
item. Our locking protocol closes the timing covert channel
that arises from using a lock-based concurrency control
algorithm. This is due to the fact that a lower level transac-
tion is never required to wait for a write lock on some data
item x even if a high level transaction is reading x.

A transaction T} at the security level s; can read informa-
tion stored at level s; only if s; < s;, and can write informa-
tion only at level s;. The TM,; at the level s; controls the con-
current execution and the recovery of those (and only
those) transactions that are at level s;, and hence TM; can be
an untrusted component of the architecture. In particular, a
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Fig. 1. System architecture with four security levels.

Confidential
File Store

Unclassified

File Store




BERTINO ET AL.: ADVANCED TRANSACTION PROCESSING IN MULTILEVEL SECURE FILE STORES 123

TM,; that does not set or release locks on data items prop-
erly on behalf of trasactions at level s; can cause integrity
violations at all the security levels s; such that s; < s;. How-
ever, this does not lead to a security violation because no
information can be passed on to the lower levels from the
higher levels through the malicious lock/unlock operations
invoked by TM;. This is a direct consequence of the fact that
the Trusted Lock Manager provides the locking operations,
transparently.

We require that the Trusted File Manager provide mem-
oryless services on the file stores.’ By memoryless service
we mean that whenever a high level transaction requests
any operation (such as open, close, or read) on low data
items, the Trusted File Manager executes this operation in
such a manner that the utilization of any system resource is
not observable to the lower level transactions. In the archi-
tecture of Fig. 1, a security violation can occur if two TMs
establish a timing covert channel either through the Trusted
Lock Manager or through the Trusted File Manager. If the
Trusted File Manager is memoryless and the request from a
TM,; is served by the Trusted Lock Manager transparently
with respect to the lower level TMs, then these types of
covert channels can be eliminated. The description of such a
Trusted File Manager is beyond the scope of this paper. We
refer to [17], [18], [19] for description of multilevel file sys-
tems that provide file services to transactions at a particular
level in a manner transparent to all lower level transactions.

In our work, we discuss the design of the concurrency
control mechanism that will close the timing covert channel,
arising from the use of locking, as described in Section 1.

3.2 Locking Operations

We define three kinds of locks that a transaction may ac-
quire in order to perform an operation on a data item.

Read Lock. If a transaction wants to read a data item which
is at its own security level, it has to acquire a read lock
on the data item.

Write Lock. If a transaction wants to write to a data item
which is at its own security level, it has to acquire a
write lock on the data item.

Signal Lock. If a transaction wants to read an item which is
at a security level lower than that of the transaction, it
has to acquire a signal lock on the data item.

The lock compatibility matrix as used by the lock manager
is given in Fig. 2.

The compatibility matrix shows that the signal lock and
the write lock are compatible in some cases but conflicting
in others. Specifically, if a write lock is requested on a data
item x, when it has already been locked by a signal lock, the
write lock is granted; however if the signal lock is requested
at a time when the write lock is already in effect on the
item, the signal lock is refused.

3. Strictly speaking, this requirement is not necessary for closing the tim-
ing covert channel due to lock-based transaction synchronization. It has
been added to close a number of other covert channels that can potentially
arise.

Granted

Requested None Read Write Signal
Read Y Y N Y
Write Y N N Y
Signal Y Y N Y

Y = Lock is granted N = Lock is not granted

Fig. 2. Lock compatibility matrix.

In principle, transactions that are reading down on a
data item x do conflict with lower level transactions that are
writing to x. However, we cannot delay or abort the low
level transaction because doing so will open a timing covert
channel. On the other hand, if a low level transaction is
writing to x, we can delay the high transactions that wish to
read x. It is precisely to implement this policy, a requested
write lock does not conflict with a granted signal lock, but a
requested signal lock does conflict with a granted write
lock. If a low level transaction, T; wants to acquire a write
lock on an item x while a high transaction T; is holding a
signal lock on x, T; will be granted the write lock; however,
if T; wants to acquire a signal lock on x while T; is holding a
write lock on x, T]- will be denied the lock, and has to wait
until such time as T; releases the write lock. A typical ex-
ample of interleaving of concurrent transactions T; and T,
called history, in this model is given in Fig. 3, where r/[x]
and w;[x] denotes the read and write operations on data
item x issued by a transaction T;. Note that this history is
not serializable, as the operations of transaction T, follows
ri[x] and precedes ri[y]. As we detail the model, it will be
evident how the signal lock together with the proposed sys-
tem calls remove any inconsistent concurrent execution from
the history.

r [l

i wid o

High

Low wo[x] w[V] Cy

Ty = high level transaction z = high level object

T, = low level transaction X,y = low level object

Fig. 3. An example history.



124 IEEE TRANSACTIONS ON KNOWLEDGE AND DATA ENGINEERING, VOL. 10, NO. 1, JANUARY/FEBRUARY 1998

4 TRANSACTION PROCESSING MODEL TransactionManager;( ) /*1: security level */
. . . X . for each active Transaction T; at level I do
As mentioned earlier in Section 3.1, transaction processing | create a queue SQ;

is achieved by the cooperation between a Transaction Man- / * queue for sifgnals from Lo%(Man_ager? <1?0nta{{‘5 */
ager, Trusted Lock Manager, and the Trusted File Manager j* Lievr;tlgleisnobr%f:;ie/ms whose signal locks */

in our model. A transaction consists of a sequence of system | create a queue LW, of all operations being executed by T;
primitives, possibly interspersed with some other com- |
mands. TM is responsible for the system primitive com- | ;
mands while the run time support of the programming | thread TransactionRunTimeSupport,() .
language is responsible for the other commands. TM relies AppendToQueue(LW, CurrentInstruction)
K /* save the current instruction in the queue LW.* /

on the Trusted Lock Manager for execution of some of these case CurrentInstruction of
system primitives. Begin_Transaction: ‘

In this section, we first describe the transaction process- performs initialization functions and
. e . establishes the default savepoint.
ing system primitives which are used by the programmer to :
develop a transaction. This description is accompanied by a Read(x):

c.obegin

pseudocode for a TM, which gives the algorithm for these lfv%gi(ikc(g&g;‘;;er T, lock, , read)
primitives. Next, we provide a description and algorithm /*read at the same levlel,' wait till read lock is granted */
for the Trusted Lock Manager. Finally we give two exam- else

wait(LockManager, T, lock, x, signal)
/* read at a lower level; wait till signal lock */
/*is granted */

ples of typical transactions in our model.

4.1 Transaction Processing System Primitives execute read[x]
: P s Write(x):
Before we give the.descrlptlon of the primitives for secure wait(LockManager, T, lock, ¥, write)
transaction processing, let us recall two assumptions of our /* wait till write lock is granted */
basic transaction model. The first assumption is that the execute write[x]
system maintains single version of each data item and uses Savew_ork . .
” . sl := system generated unique signal label
strict 2PL for concurrency control for transactions at the AppendToQueue(LW, sl,)
same security level. The second assumption, important /* erltes the savepoint record on the queue LW; */
from the point of view of security, is that a low level trans- Rofl%t;crl?((ssl "))
action cannot be made to wait for a lock to be released by a rollback fransaction up to a savepoint denoted by sl in LW;
high transaction. This has been shown to expose a timing RaiseSignal: o
h 1 bv which itv breach can take pla Wait(LockManager, T;, RaiseSignal)
covertc a.n.ne y whic a.securlty Ije chce .e place. /* sends a request to the LockManager to execute */
In addition to the basic transaction processing system /* a RaiseSignal. Waits until an acknowledgment */
calls, namely Begin_Transaction, End_Transaction, Read, et /* li“' received from the LockManager */
. . etSignal:
Write, Commit and Abort, the TM also supports the fol- AppendToQueue(SQ, GetSignalMark)
lowing four new system primitives: /* put a marker in the queue SQ; to indicate */
/* that only those signals in the queue before */
sl := SaveWork; /* and upto the marker will be serviced */
Rollback(s); EarliestRead := GetLastElement(LW;)
RaiseSienal: /* the following while loop selects the earliest among */
aISE? 1gnal; /* all low reads with broken signal locks. */
GetSignal[sl; — handlery; ...; sl, — handler,]; /* At the end of the loop, the variable EarliestRead */
. . . /* contains this earliest read operation */
Fig. 4 shows the algorithm for the transaction manager while not GetSignalMark in front of queue SQ; do
module at any security level I. (Note that the figure deals Queulelgont:; Dequeue(5Q;) d ]

: : SignaledRead := First(LW,, read[QueueFront])
with only those portions of the module that are releval‘it to if Precede(LW,, SignaledRead, EarliestRead) then
the four system calls.) The thread TransactionRunTime- EarliestRead := SignaledRead
Support contains the code for all the new transaction proc- gwlwhile(SQ)

. . . . . equeue(SQ;
essing primitives and is exeC}lte.d. for e'ach active transfalctlon /* remove the GetSignalMark from SQ, */
as and when one of the primitives is encountered in the sl := Last(LW,, EarliestRead, “SaveWork”)
transaction code. The other thread of importance to us is ” ?electjjthel Signaléab%l Olfi tht% Sa;?Pginf Whic}i;\;*
the SignalReceive'r thread. Its %‘ele'zvance will become evident si gr/lal trar?s azﬁo?p]{iessitissljr estRead in the queue LI;*/
as we proceed with the description of the model. For now, endcase
it is sufficient to note that this thread keeps signals in- | , ,
. . . : thread SignalReceiver()
tended for a transaction T; in a queue associated with T;. /* this thread listens for a signal from the
L LockManager; */

4.1.1 Description of the SaveWork and RollBack /* when a signal is received, it queues the */

Primitives /* identity of the signaled data item in SQ; */

repeat

The SaveWork call establishes a savepoint, which causes P ReceiveSignal(LockManager, T;, x)
the system to record the current state of processing. On en- AppendToQueue(SQ;, x)

. . . forever
countering a SaveWork command in a transaction’s execu- | .

tion, the TM writes on the transaction’s log a savepoint rec- C:oend
ord, while the run-time support of the programming lan- | '
guage saves the current values of any local variables on the

éndfor

Fig. 4. Transaction manager module.
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Return and delete the first element from
Queue.

If Item1 occurs before Item?2 in Queue, then

Dequeue(Queue)

Precede(Queue, Item1,

Item?2,) return true.

Last(Queue, Pos, Item) Scan Queue starting backwards from position
Pos and stop at the first occurrence of Item.
Return the element following it in Queue.

AppendToQueue Insert Item at the end of the queue Queue.

(Queue, Item)

GetLastElement Return the last element in the queue Queue.

(Queue)

First(Queue, Item) Scan the queue Queue from its front; stop at
the first occurrence of Item in Queue and re-
turn its position.

Wait(TO, T;, op, x,
mode)

Send a message to TO. The message includes
transaction identifier T; for the current trans-
action, the operation (Lock/Unlock) op to
perform, the identifier of the data item x on
which to perform the operation and the op-
eration mode Mode. Then wait for acknowl-
edgment from TO.

Return the identifier of the signaled data
item x,

together with the identity, TID, of the trans-
action that initially had the signal lock on
the x.

ReceiveSignal
(LockManager,
TID, x)

Fig. 5. Notation used in Fig. 4.

volatile memory. The SaveWork call returns to the transac-
tion a handle in the form of the identifier sI, called a signal
label. This signal label can subsequently be used to refer to
that savepoint. Typically, this handle is a monotonically
increasing number. The transaction can return to any save-
point by invoking the RollBack(s!) primitive and passing to
it the signal label, sl, of the savepoint to be restored. The
execution of this command first restores the state of the
system to the state that existed at the time of the savepoint
denoted by the signal label s/, and then reexecutes the op-
erations that follow the savepoint. Depending on the appli-
cation logic, the system programmer can decide to return to
the most recent savepoint or to any other.

We assume that the successful execution of the Be-
gin_Transaction primitive establishes the default savepoint
for a transaction.

4.1.2 Description of the RaiseSignal Primitive

When a transaction T; at some security level invokes a
RaiseSignal primitive, the Trusted Lock Manager sends a
signal to each of those higher level transactions that have
signal locks on data items being written by T;. That is, the
Trusted Lock Manager considers all the data items xs on
which Tj holds write locks, and signals the TMs of those
uncommitted higher level transactions that have signal
locks on these xs (for example, if a higher level transaction
T; holds a signal lock on x, then the TM for T; is notified by
the Lock Manager). Once these higher level TMs have been
notified, the Trusted Lock Manager acknowledges the Rais-
eSignal call to T;. T; blocks on the RaiseSignal call until it is
acknowledged by the Trusted Lock Manager. Eventually, if
and when the higher level T; executes a GetSignal call
(which is explained in the next section), its TM will notify T;
about the new value for the low data item x. This imple-

mentation of the RaiseSignal guarantees that the transaction
histories are serializable, as will be shown later in Section 5.

Note that the lower level transaction T; never waits for
either a GetSignal call from a higher level transaction or a
higher level transaction to service (or handle) the RaiseSig-
nal call that T; has just issued; it is upto the Trusted Lock
Manager to correctly inform the TMs at higher levels about
the RaiseSignal. T; only waits until it gets an acknowledg-
ment from the Trusted Lock Manager. This protocol is im-
plemented in the Trusted Lock Manager avoiding potential
timing covert channels. The RaiseSignal call guarantees that
if a higher level transaction T; has read a data item x, which
is then modified by the lower level T, and if T; executes a
GetSignal after the RaiseSignal of T}, then T; will service the
signal of T;.

An issue that can arise in the reader’s mind is what hap-
pens if the programmer does not issue a RaiseSignal. This
will not cause any security violation, although it may lead
to consistency problem because the higher level transac-
tions will not be aware of broken signal locks. Later on we
will show that RaiseSignal and GetSignal can be made a
part of the End_Transaction primitive, and hence they will
be automatically invoked. This transparent invocation of
the system commands not only reduces the programming
effort, but also guarantees a well-formed transaction and
hence serializable histories. An alternative to having the
RaiseSignal as a part of the End_Transaction primitive is to
implement immediate signals instead of delayed signals.
What this means is that the Trusted Lock Manager informs
any high level transaction that has a signal lock on a low
data item x of the new value for x immediately when x is
updated by a lower transaction. Consequently, even if the
programmer does not issue a RaiseSignal, correctness of the
protocol will not be affected.

4.1.3 Description of the GetSignal Primitive

The GetSignal primitive is used by a system programmer to
specify how signals from lower level transactions are to be
serviced by a high transaction.

The GetSignal call has two exit points: a standard one
which is the next instruction in the transaction body after
the GetSignal instruction and an exceptional continuation
which is one sl; — handler; from the expression

[sl; = handler,; ... ; sl, — handler,]

Each sl; represents a signal label and the corresponding
handler; represents a piece of program code to be executed
for this signal label. The exceptional continuation is taken
when the signal label sl; is returned by the transaction man-
ager to the GetSignal call.

When a transaction T; invokes a GetSignal call, its TM
considers all the signals that have been received on behalf
of T, after the last GetSignal invocation by T, and selects
only one signal to send to T;. (Recall that the TM for T; re-
ceives these signals from the Trusted Lock Manager.) If the
current GetSignal is the first one in T;, then all signals re-
ceived since the beginning of execution of T; are considered.

Three cases may arise at this point:
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1) There is no signal to be serviced.
2) There is only one signal to be serviced.
3) There are multiple signals to be serviced.

If there is no signal from the Trusted Lock Manager, the
GetSignal returns a nil value and the computation contin-
ues from the next instruction following the GetSignal. If
there is only one signal, it indicates to the transaction T; that
the lower level data item x, which was read by T;, has now
a new value. In such a case, the transaction manager TM for
T; returns to the GetSignal call the identifier s!, of the save-
point that immediately precedes the read of x in the code of
T; and the exceptional continuation represented by the
handler associated with sl,, is executed.

If there are multiple signals to be serviced, the transac-
tion manager considers all these signals and selects only
one to be handled. To understand how this selection of a
single signal is achieved, consider the transaction fragment
shown in Fig. 6. The high transaction T; in the figure per-
forms three low read operations r,[p], 7;][g], and r,[s] in this
order. The savepoints immediately preceding these low
read operations are labeled slp, slq, and sl , respectively. The
transaction manager for T; selects the signal label of that
savepoint which immediately precedes the earliest low read
operation among all the low reads signaled. For example,
the transaction manager returns the signal label sl if a sig-
nal is raised for rjs]. If there is a signal corresponding to
ri{g] and r;[s] only, then the signal label returned would be
slq. If, on the other hand, there is a signal for each of the
three low reads, then slp would be raised.

i This savepoint covers

/ tlpl. rilal & 1ls]

slp= SaveWork()

5 [p]

3: This savepoint covers
/ gla] & [s]

This savepoint covers

/ ;[s]

sl = SaveWork()

I [al

sls = SaveWork()

5 [s]

GetSignal[sl p-> ...;
sl q->

slg->...]

Fig. 6. Choosing a signal to be serviced.

The default invocation for GetSignal is GetSignal[—
RollBack] which does not specify any signal label. When a
signal is to be serviced by this default GetSignal, it rolls
back the transaction T; to the savepoint immediately pre-
ceding the earliest read operation among all the reads on
the low data items performed by T;, that have to be redone
owing to updates by low transactions. If no savepoint has
been explicitly established in the transaction, then this de-
fault invocation rolls back T;, to the default savepoint coin-

ciding with the Begin_Transaction. It should be noted that
the GetSignal call is nonblocking, i.e., the call does not wait
for the arrival of a signal. If a signal is already available, it is
serviced, otherwise no action is taken.

4.2 Trusted Lock Manager

The duties of the Trusted Lock Manager are summarized
by the algorithm in Fig. 7. Here a request is a tuple of the
form (Sender, T;, op, x, mode), where Sender is the name of
the TM sending the request, T; is the identifier of the trans-
action that is requiring the operation, op is the operation
requested on data item x (e.g., lock, unlock, etc.), and mode
denotes the required lock mode. Before setting any lock, the
Trusted Lock Manager checks if the security level of the TM
and of the transaction are compatible with the lock mode
requested for the data item x. It is assumed that the func-
tion to determine the security level of a subject, and in par-
ticular of the sender of a message, is trusted.

It is worth noting that the signal by the Trusted Lock
Manager is a delayed signal. The Trusted Lock Manager noti-
fies the relevant high level TMs of all the low-read/write
conflicts that have occurred, only when one of the low level
transaction invokes a RaiseSignal command. One of the
advantages of this scheme based on delayed signals is that
if a high level transaction Tj has read a low data item x,
which in turn has been written by a low transaction T, and
T; invokes RaiseSignal after the last GetSignal of T; then no
signal will be serviced by T}, and T; can go ahead and com-
mit. This preserves serializability, as shown in Section 5
because T; has read the previous committed value of x,
which is a correct value. Note that as a consequence the
Signal locks can be released earlier than the commit time; in
particular, the TMs can release the Signal lock of a transac-
tion right after the last GetSignal returns a nil value. The
earlier release of signal locks minimizes the communication
between Trusted Lock Manager and the TMs. In the exam-
ple above the Trusted Lock Manager would provide no
signal to Tj. In addition, the delayed signals reduce the
overhead due to signal processing. Once a low transaction
T; acquires a write lock on a data item x, the number of
higher transactions to be notified can only decrease, not
increase. This is because some of these higher transactions
may commit before they are notified and all transactions
arriving after T; that want to read x, have to wait until T;
commits. The Trusted Lock Manager can further minimize
the number of messages to be sent to a particular TM by
grouping together in a single message, all signals to differ-
ent transactions at the same security level.

4.3 Some Example Transactions

In this section we provide two examples of transactions in
our models. The first example shows a transaction that is
guaranteed to maintain consistency in the file system. Later
on in Section 5, we will show that this transaction conforms
to the definition of well-formedness of a transaction in our
model. The second example demonstrates the flexibility
available to the programmer in developing a transaction, so
as to tradeoff starvation for transaction isolation.
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TrustedLockManager( )
repeat
Receive(TM, T}, op, x, mode); /*TM; is the transaction manager for T;*/
case mode do
Read/Write:
If L(TM)) # L(T;) # L(x) then
Send(TM;, T;, locklllegal);
Signal:
If L(TM,)) # L(T;) OR L(T};) < L(x)
Send(TM,, T;, locklllegal);
endcase
case op do
Lock:
if mode lock does not conflict with other locks that are
already set on x
then SetLock(T}, x, mode); Send(TM;, T;, lockOK)
else Delay(T}, x, mode);
Unlock:
ReleaseLock(T;, x, mode);
Send(TM;, T;, unlockOK);
if there is some transaction Ty, that had previously requested
a lock on x, but was not awarded the lock, then awake Tj;
if there is a tie, then resolve in favor of lower level transactions.
SetLock(T}, x, mode);
Send(TM(ry)}, Tk, 1ockOK);
RaiseSignal:
let {xq ... x,} be the data items locked in write mode by T;.
for each T; that has a signal lock on x; do
notify the TM of Tj of a new value for x;;
Send(TM;, T, raisesignalOK);
endcase
forever

Fig. 7. Trusted lock manager module.

Send(TO, TID, response)  sends a message to TO; the message con-
tains the identifier of a transaction TID
and a response.

Receive(FROM, TID, op,  receives a service request from FROM,; the

x, mode) request contains the operation op to be
performed on behalf of transaction TID on
x; if the operation is a lock or unlock op-
eration, then mode specifies the locking

mode.
SetLock(TID, x, mode) adds to the lock table, a lock of type mode
on data item x by TID.
ReleaseLock(TID, x, removes from the lock table, the lock by
mode) TID of type mode on data item x.

Delay(TID, x, mode) puts the transaction TID, in wait for a lock

of type mode, in the wait queue for x.

Fig. 8. Notations used in Fig. 7.

EXAMPLE 4.1. The structure of the transaction is shown in
Fig. 9. The relevant code for the transaction is delim-
ited by a pair of Begin_Transaction and End_ Trans-
action brackets.

When a transaction T; is started, an implicit Save-
Work corresponding to the Begin_Transaction is exe-
cuted. Prior to any read or write operation, the trans-
action manager for Tj, say TM;, requests the Trusted
Lock Manager for the necessary locks; the Trusted
Lock Manager in turn grants the lock according to the
rules stated in the lock compatibility matrix. During
the execution of the transaction, further savepoints
can be established as determined by the system pro-
grammer. In our case, three additional savepoints

have been established in lines 5, 15, and 21. We as-
sume that there are only two low read operations in
the transaction viz. r[x] and r[y] in lines 6 and 18.

Suppose that the GetSignal in line 13 of the trans-
action is currently being executed. If there has been
no low level transaction which has updated data item
x, then there will be no signal to be serviced, and
hence the handler associated with the GetSignal will
not be executed. If on the other hand, an update of x
is signaled by a low level transaction, then the han-
dler rolls back the transaction to the savepoint de-
noted by S;. Consequently, all operations in the trans-
action, starting from line 13 backwards until line 6 are
first undone and then the commands from line 6 to
line 13 are reexecuted. After this the transaction con-
tinues execution from line 14 onwards.

As T; continues its execution, at some point it per-
forms the RaiseSignal at line 20. When this call is exe-
cuted, the transaction manager, T™;, informs the
Trusted Lock Manager to signal all those TMs that are
at levels higher than TM; and have transactions with
signal locks on z. T; blocks on the RaiseSignal call until
the Trusted Lock Manager acknowledges that all the
relevant higher level TMs have been informed. After
this acknowledgment, T; continues from line 21.

Continuing with its execution, T; executes the Get-
Signal at line 25. Here four cases may arise: A low
level transaction has updated x, a low level transac-
tion has updated y, both x and y have been updated,
or there is no signal. If x is updated, then the handler
corresponding to signal label S; is executed and the
transaction rolls back to the savepoint S;. If y is up-
dated the handler corresponding to signal label S, is
executed. If both x and y have been updated then the
transaction manager signals S;; this is because S; is
the savepoint immediately preceding the earliest of
the two read operation in T, viz. r[x] and r[y]. Finally,
if there is no signal the transaction proceeds from line
26 onwards.

In line 28 of the transaction, we have a default in-
vocation of the GetSignal command. If there is any
signal to be serviced at this point, the transaction is
rolled back to the savepoint immediately preceding
the earliest low read operation among those signaled.
For example, if both x and y are signaled, then the
transaction will rollback to the savepoint S;. If on the
other hand, only y is signaled, then the transaction
will rollback to S,.

Savepoints can also be used in the transaction code
merely to control the flow and rollback even without
the occurrence of any low level read operation. An ex-
ample of this is the savepoint S; established in line 21.

We would like to mention here, that if the GetSig-
nals on line 13 and 25 are removed from the program
code in order to simplify it, the transaction still re-
mains well-formed. We explain why this is so later on
in Section 5.
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/* x, y are low level data items which can be read but not written to. */
/* z and u are data items at the same security level as the transaction. */
Begin_Transaction

1....

2....

3....

4. ...

5.5 = saveWork;

6.1[x];

7.1[z];

8. /* some computation on local program variables */
9.:

11. /* some computation on local program variables */
13. GetSignal[S, — RollBack( s)1:

15. S, = saveWork;
16. /* some computation on local program variables */

18. [yl ;

19. wlz];

20. RaiseSignal;

21. S5 = saveWork;

23. /* some computation on local program variables */

25. GetSignal} [S, — Rollback} (S,) ;
Sy, — Rollback(Sz)};

27. r[u];

28. GetSignal [— rollback];

29. /* some computation on local program variables */
End_Transaction

tion is more than 4 until this point, the programmer
does not want another rollback for y. Instead he wants
that an alert message be delivered and the execution
continue forward from line 26. This construct for con-
ditional rollback, if properly used in all the rollback
handlers, prevents the indefinite delay for completion
of a high level transaction and thereby allows the
programmer to find a trade-off between starvation
and transaction isolation.

Finally, if both x and y have been updated, then the
transaction manager signals S, as it is the savepoint
immediately preceding the earliest of the two read
operations in T.

Fig. 9. A transaction that ensures consistency.

EXAMPLE 4.2. The transaction in this example is quite similar
to the one in the previous example. Consequently, we
describe only those steps that are different in this
transaction. In particular, the only differences be-
tween the transaction in Fig. 10 and that in Fig. 9 are
in the GetSignal calls in lines 13 and 25.

Consider the GetSignal in line 13. If an update of x
is signaled by a lower level transaction, then instead
of rolling back the transaction, as in Fig. 9, the handler
rereads the new value of x and updates the local pro-
gram variables according to the new value. Note that
there is no need to reread the high data item z. After
this the transaction continues execution from line 14
onwards. It should be noted that here the program-
mer has exploited the semantics of the transaction in
order to perform a forward recovery instead of a roll-
back. In particular, the forward recovery is possible
because there is no update of the data store between
the savepoint S; and the GetSignal in line 13.

Consider next the GetSignal in line 25 of Fig. 10. If x
is updated, then the handler corresponding to signal
label S; is executed and the transaction rolls back to
savepoint S;. Note here that the programmer has speci-
fied a different handler for the signal label S, than was
used previously with the GetSignal in line 13; the han-
dler in line 13 performed a forward recovery.

On the other hand, if y is updated the handler cor-
responding to signal label S, is executed. In this han-
dler the programmer has specified a conditional roll-
back. If the total number of rollbacks for this transac-

/* x, y are low level data items which can be read but not written to. */
/* z and u are data items at the same security level as the transaction. */
/* RollBackCount is a user accessible system variable which is */
/* incremented by 1 each time a rollback operation is performed. */
/* This variable is initialized to zero only at the transaction beginning */
Begin_Transaction
1....
2....
3.
4. ...
5.5; = SaveWork ;
6.1[x];
7.1[z];
8. /* some computation on local program variables */
9
10. ...
11. /* some computation on local program variables */
12. ...
13. GetSignal[S; — r[x];
update the local variables according to
the new value of x] ;
14. ...
15. S, = saveWork;
16. /* some computation on local program variables */

18. [yl ;

19. wiz] ;

20. RaiseSignal;

21. S5 = saveWork ;

23. /* some computation on local program variables */

25. GetSignallS; — rollback(Sy);
S, — If RollBackCount < 4 then
rollback(Sy)
else send appropriate
message to user] ;
26. ...
27. r[u];
28. GetSignal[— rollback] ;
29. /* some computation on local program variables */
End_Transaction

Fig. 10. A transaction providing more flexibility.

5 THE FORMAL TRANSACTION MODEL

This section formally defines a transaction in our model
and presents the notions of histories, rollback-free projec-
tions of histories and serializable histories.

DEFINITION 5.1. A transaction T; is a partial order with ordering
relation <; where:
1) T, c R Urs; U {a;, c;} where
a) R is the powerset of {rix], wix], swysl), gsisl),
rb(sl) | x is a data item and sl is a signal label},
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where swy(sl) establishes a savepoint denoted by the
signal label sl, gs,(sl) is an execution of the command
GetSignal, servicing a signal label sl, and rb,(sl) de-
notes the command RollBack with the parameter sl.

b) rs; is the command RaiseSignal

) a;is an abort and

d) c; is a commit

2) a; € Ti iff C; & Ti
3) if tis a; or ¢;, then for any other operationp € T, p <;t

The result of the rby(sl) command is the execution of a se-
ries of undo(op;) operations, the duals of op;. For each op; that
precedes rb,(sl) and up to the command SaveWork identi-
fied by the signal label sl, an undo(op;) is executed. The or-
der of execution of these undo commands is in the reverse
of the order that the operations op; appeared in the transac-
tion. The effect of a undo operation is to remove the result of
op; from the system, as if op; was never executed. As a result
of these undo commands, the file store and the local pro-
gram variables are restored to the state denoted by the
savepoint sl which is the parameter of the RollBack com-
mand. Specifically, the undo of a read operation will release
the lock on the data item, and the undo(gs(sl)) resets all the
local program variables to the state denoted by sl.

The execution of a RollBack command in a transaction T,
is shown in the following examples. The operations of T;
until the RollBack command, are executed in the sequence
shown below in Example 5.1.

EXAMPLE 5.1. r[y] swy(sl) r1[x] w[z] gs51(sI) rby(sl).

The above transaction with the RollBack command ex-
panded with the complete sequence of undo commands
only is shown below.

EXAMPLE 5.2. r[y] swy(sl) ri[x] wy[z] gsi(s]) undo(gs,(sl))
undo(w,[z]) undo(ry[x]).

Once the state has been restored to the savepoint (i.e., all
undo operations have been performed), the transaction is
reexecuted from the savepoint as shown in Example 5.3
below. Here, this is reflected by the second r,[x] which is
nothing but the reread of data item x followed by w,[s]. The
reason why w[s] is shown instead of w,[z] (i.e., rewriting of
z) is to emphasize the fact that after the RollBack is exe-
cuted, it is not necessarily true that all commands are re-
done. This is specifically true if there is a conditional com-
mand after the step r,[x] which depend on the value of x. In
such a case a different flow of control than the original one
may result in a different list of commands being executed.

Also of interest is the gs;(nil) command in Example 5.3. If
the execution of a GetSignal command in a transaction does
not return a signal label, we say that no signal is serviced by
the GetSignal and this is denoted by gs(nil).

EXAMPLE 5.3. r[y] swi(sl) rilx] wilz] gsi(sl) undo(gs(sl))
undo(w[z]) undo(ri[x]) r[x] wis] ri[u] rs; ri[p] gs:(nil)
Cl.
The interleaving of a set of transactions, when they exe-
cute concurrently, is modeled by a history [20].

DEFINITION 5.2. Two operations p and q are said to conflict, if
they both operate on the same data item and at least one of
them is a write operation.
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DEFINITION 5.3. A complete history H over a set of committed
transactions T = {Ty, ..., T,} is a partial order with the or-
dering relation <p where:

1) H=U., T;

2) <5 U'<;and
3) for any two conflicting operations p, g € H, either p <y
gorq<gp.
Henceforth, by history we always mean a complete his-
tory. A serialization graph is a pictorial representation of a
history and is defined as follows.

DEFINITION 5.4. The serialization graph SG(H) for a history H is
a directed graph whose nodes are the transactions in H and
whose edges are all T; — T; (i # j) such that one of Ty’s op-
erations precedes and conflicts with one of T}'s operations.

DEFINTION 5.5. A history H, over transactions Ty, T, ..., T, is
said to be a serial history if for every pair of transactions T;,
T; € H,, either all the operations of T; execute before any of
the operations of T; or vice versa.

In the transaction model proposed in this paper, a serial
history H, cannot contain a GetSignal which generates a
rollback computation, since there is no interleaving of
transactions. In other words, only gs(nil) can be in H,. It is
not proper to define a serializable history H in this model,
as being equivalent to some serial history H;. This is be-
cause, the history H may contain some rollback computa-
tions, triggered by a GetSignal command, which will be
absent in any H,. Nonetheless, a rollback computation be-
ing formed of the dual op; undo(op;), in effect does not
modify the file store. Thus, we are led to a slightly modified
definition of serializability in terms of the rollback—free pro-
jection of a history H. Informally, given a history H, the roll-
back-free projection of H is the history obtained from H by
deleting all those operations that were undone due to a
rollback command.

DEFINITION 5.6. The rollback-free projection, R(H), of a history H
is a restriction of the partial order (H, <y), such that:

1) R(H) c H, that is, the operations in R(H) belong also to
the set of operations of the transactions in H;
2) if op;, swi(sl) and rby(sl) € H such that swy(sl) <y op; <y
rb,(sl), then both operations rb,(sl), op; ¢ R(H);
3) any op; € H not excluded by 2 above is included in R(H);
4) for all op;, op; € R(H), op; <gwy 0p; iff op; <u op;-
Fig. 11 shows a history H and its rollback-free projection
history R(H). We are now in a position to introduce the no-
tion of a serializable history.

DEFINITION 5.7. A history H is serializable if its rollback-free pro-
jection R(H) is conflict equivalent to some serial history H,.

DEFINITION 5.8. A transaction T; is said to be well-formed if:

1) Transaction T; acquires a lock in an appropriate mode
on a data item x before performing an operation of that
mode on x. Each lock operation of T; is eventually fol-
lowed by a corresponding release of the lock.

2) Transaction T, which is requesting a lock on a data
item, has to wait if a conflicting lock has already been
acquired on the same data item by another transaction.
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High rlyl sw, Jx] w[2] gsfswp) abGw) nixl wils] 15 w2 gsoil ¢
\ -
Low [b] W[b] SW, 2[x Z[p IS, rz[a] s (nil) <,
(a) Original history with rollback

High nlyl sw, nlx] wls] rs; wfz] gs(ni) ¢

/ //

///

Low rz[b] wz[b] SW, w,[x] Wz[p] IS, L[a] gsz(nil) <,

(b) Rollback-free projection history

Fig. 11. Rollback equivalent histories.

Very High  1y[x]

High B[yl wslx] gs,(niD)
\\ / \\
\ N // \\

N/ 3
153 gsy(nil) c4

Low wslyl

Fig. 12. A history with a transaction that is not well-formed.

3) If T; has to rollback to a savepoint s, it releases all the
locks that it acquired after sl and up to its current point
of execution and then reexecutes the code starting from
sl, reacquiring all relevant locks as it proceeds.

4) Each GetSignal command in T; is well-formed. That is,
for every gs,(sl) € T; such that sl # nil, gsi(sl) <; rb(sl).
5) In the execution of T, at least one GetSignal follows the
RaiseSignal call. The RaiseSignal command should fol-
low the last write lock operation in T; and the GetSignal

command should be after the last lock operation in T;.

In order to satisfy the conditions 4 and 5 above, the code
of T; should be organized as follows:

1) For every SaveWork command of the form sl; :=
SaveWork, which is defined before a GetSignal, there
should be a handler in the GetSignal of the form s/; —
handler;; also, handler; should contain the command
Rollback(sl;), and

2) The control flow analysis of the transaction should
ensure that at least one RaiseSignal after the last
write and one GetSignal after the last lock operation
is executed.

r 1[y] gsl(xzil) cq

An example of a transaction that is well-formed is given
in Fig. 9. In contrast, the example of the transaction in Fig.
10 is not well-formed, according to the definition above for
two reasons:

1) The GetSignal on line 13 does not contain any Roll-
back command; and

2) The GetSignal on line 25 contains a conditional Roll-
back.

Such constructs can be convenient in practical system pro-
gramming, since in many applications it is useful to have a
compromise between correctness and performance [16].
However, in order to ensure serializability the strong defi-
nition of well-formedness is required as in Definition 5.8.
The simplest way to make the transaction in Fig. 10 well-
formed, is to replace all the GetSignals by the default invo-
cation of GetSignal, viz. GetSignal[— RollBack] thus satis-
fying condition 4 above.

In order to demonstrate that the relative order of the
RaiseSignal and GetSignal, as stated in criterion 5 of well-
formed transaction, is necessary to guarantee serializability,
consider the example history in Fig. 12. (In this figure, the
dashed arrows indicate the temporal ordering of the opera-
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tions, and not conflicts among them.) Transaction T is not
well-formed because the GetSignal command precedes the
RaiseSignal command in T,. Evidently this history which is
rollback-free contains the cycle T; - T, — T3 — Ty, and
hence is not serializable. However, if transaction T, were
well-formed, the history would be serializable. Note that in
this latter case the RaiseSignal of Tj is serviced by the Get-
Signal of T,, and the RaiseSignal of T, is serviced by the
GetSignal of T;.

It should also be noted that only the last RaiseSignal,
GetSignal pair contributes towards the well-formedness of
a transaction. Indeed, even if all the GetSignal calls other
than the last one in a transaction services all the relevant
signals, it can always happen that the last GetSignal misses
at least one signal as in the nonserializable history of Fig.
12. In subsequent discussions whenever we speak of rs;, gs;
for a transaction T; we mean the last RaiseSignal—GetSig-
nal pair.

From properties 1, 4, and 5 of well-formed transactions,
it follows that T; — T; where transaction T; is at a level
higher than Tj, only if T; reads a low data item x which is
subsequently written by T}, and T raises the signal after the
last GetSignal of T;. If this is not the case then T; is rolled
back, the new value written by T]-, is reread by T;, and hence
the conflict T; — T; is removed. We summarize this obser-
vation as a proposition as follows.

PROPOSITION 5.1. Given two well-formed transactions T; and T;
such that L(T;)) < L(Ty), if T; = T; in SG(R(H)) then gs;
<R(H) TS

This proposition is generalized to include also transac-
tions at any two security level by the following lemma.

LEMMA 5.1. Given two well-formed transactions T; and T, if T;
— T;in SG(R(H)) then gs; <g() &5;-

PROOF. There may be three cases: T; and T; are at the same
security level, T; is at a lower level than Tj, and T, is at
a higher level than T;. Note that if T; and T; are at in-
comparable security levels, they cannot have any con-
flict. Each of these cases is considered in turn:

1) Since transactions at the same security level use
strict 2PL, at least the conflicting operation op; in T;
must follow the commit of T;. Thus, gs; <g) ¢; <r(nm)
Op/ < R(H) gS]

2) If T; is at a lower level than T}, again the reasoning
in case 1 applies since the conflicting read opera-
tion of T is delayed until after the commit of T;.

3) If T; is at a higher level than T; and T; — T; in the
history, by Proposition 5.1, gs; <g s Thus, gs;
<r(H) 1Sj <r(H) §Si- O

THEOREM 5.1. A history H consisting solely of well-formed
transactions is serializable.

PROOF. By definition of serializable histories, the rollback-
free projection R(H) of the history H need be consid-
ered. We will show that the serialization graph for
R(H), SG(R(H)) does not contain any cycle.

Suppose SG(R(H)) contains acycle Ty - T, = ... =
T, — Ty, n > 1. By Lemma 5.1, it follows that gs; < gs,
< ... < 85,1 <85, <gsy, which is a contradiction. O

6 HIERARCHICAL Lock PRoTOCOL

So far, the file store has been viewed as an unstructured
collection of data items. However, it is useful to view the
file store as a hierarchy of different granules of data items.
Although the granularity of data items is unimportant for
correctness, it is relevant for system performance because
the concurrency among transactions can be increased by the
use of locks on increasingly finer granules of data items. A
small granule lock is costly for a complex transaction that
accesses a large number of granules. A coarse granule lock
on a data item, on the other hand, would discriminate
against the many small transactions that want to access just
a tiny part of the data item. Thus the choice of a lock gran-
ule presents a trade-off between concurrency and overhead.
A hierarchical lock protocol is particularly useful in a mul-
tilevel secure file store since it can reduce the number of
signals to higher-level transactions.

We will assume that the lock manager uses the natural
hierarchical relationship among the different data granu-
larities present in conventional systems, that is: file store,
area, file, block (page) and record. Such a hierarchical rela-
tionship of data items is represented by a lock type graph.
Each edge in this graph connects a data type of coarser
granularity to one of finer granularity. A set of data items
that is structured according to a lock type graph is called a
lock instance graph.

As stated in Section 3.1, the file store is partitioned ac-
cording to security levels. This results in a number of lock
instance graphs, one for each security level, with a file store
granule at the root of each lock instance graph. All the data
items in a particular lock instance graph have the same se-
curity classification. This results in a single level file store
for each security level. In contrast, if all the data items at
different security levels were to belong to the same lock
instance graph, then a pseudodata granule, coarser than the
physically coarsest, would be required at the root of this
graph. This pseudodata granule would have to be classified
at the lowest security level in the security lattice. Otherwise,
any low data item which is in some interior node, would be
invisible to a low transaction. However, if the root is at the
lowest classification level, then a lowest level transaction
can put a write lock on the root and thereby prevent trans-
actions at other security levels to modify those portions of
the lock instance graph which is at their level. Moreover,
the costs associated with maintaining one extra granule in
the lock instance graph is high [16]. Thus, it is better to have
single level file stores for each security level, for imple-
menting a secure hierarchical locking protocol.

A lock on a coarse data x explicitly locks x and implicitly
locks all descendants of x; for example, a read lock on a file
implicitly read locks all the records in that file.

We define seven different kinds of locks. Of these, three
are the read lock, write lock and signal lock described in
Section 3. The other four are generally termed as the inten-
tion locks. These intention locks allow the lock manager to
ensure before locking a data object x, that there are no locks
on any ancestor of x that implicitly lock x in a conflicting
mode. The different intention locks are described below.
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Intent Read. If a transaction T wants to read a data object x
which is at the same security level as T, then it has to
set intent read locks on all data items which are the an-
cestors of x in the lock instance graph, before setting
the read lock on x.

Intent Write. If a transaction T wants to write a data object
x which is at the same security level as T, then it has
to set an intent write lock on x’s parent before it can set
a write lock on x.

Intent Signal. If a transaction T wants to read a data object
x which is at a lower security level than T itself, then
it has to set intent signal locks on all data items which
are the ancestors of x in the data granularity hierar-
chy, before setting the signal lock on x.

Read Intent Write. If a transaction T wants to read a data
object x which is at T’s security level and also wants to
write to some part of x (i.e., to a finer granule of x) then
T sets a read intent write lock on x. This is equivalent to
setting a read lock on x and an intent write lock on x.
The intent write lock on x ensures that write locks can
subsequently be set on finer granules of x for writing.

The compatibility matrix for hierarchical locks is given in
Fig. 13.

Apart from the different compatibility matrix used, the
Trusted Lock Manager for hierarchical locking is very much
similar to the standard Trusted Lock Manager discussed in
Section 4.2. The only difference is in the handling of Rais-
eSignal. In the Trusted Lock Manager module with hierarchi-
cal locking, if x; ... x,, are the data items previously locked in
Write mode, then for each T; that has a Signal lock or an In-
tentSignal lock on x; the TM of T} has to be notified of a new
value for xy; if y; ... y, are the data items previously locked in
IntentWrite or ReadIntentWrite mode by T;, then for each T;
that has a Signal lock on y;, the TM of T; has to be notified of

anew value for y;. If T; has a IntentSignal lock on y;, then it is

Trusted Lock Manager module with hierarchical locking.
Only the portion for the RaiseSignal has been shown in the
figure as the rest of the algorithm is the same.

Given a lock instance graph G that is a tree, the lock
manager sets and releases locks for each transaction T; ac-
cording to the following hierarchical locking protocol.

1) If the data object x is not the root of G, and is at the
same security level as T}, then to set a read lock or an
intent read lock on x, T; must have an intent read lock
or an intent write lock on x’s parent.

2) If the data object x is not the root of G, but is at a secu-
rity level lower than T;, then to set a signal lock on x,
T; must have an intent signal lock on x’s parent.

3) If x is not the root of G, and is at the same security level
as T;, then to set a write lock or an intent write lock on
x, T; must have an intent write lock on x’s parent.

4) To read x, where x is at the same security level as T},
the transaction T; must own either a read lock or a
write lock on some ancestor of x either explicitly or
implicitly. (Note possessing a write lock on an object,
enables a transaction to read it also.)

5) To write x, T; must own a write lock on some ancestor
of x either explicitly or implicitly.

6) To read a low level object x, the transaction T; must
have an explicit or implicit signal lock on some an-
cestor of x.

7) The transaction T; may not release an intention lock
on a data item x, if it is currently holding a lock on
any child of x.

The goal of the hierarchical locking protocol given above
is to ensure that transactions never hold conflicting (explicit
or implicit) locks on the same data item.

THEOREM 6.1. If two transactions obey the hierarchical locking
protocol with respect to a given lock instance graph that is
a tree, then they cannot own conflicting locks on the same

not required to be notified. Fig. 14 shows the modified node of the graph.
Granted
None Intent Intent Read Read Intent Write Signal Intent
Read Write Write Signal
Requested (IR) (W) (R) (SIR) (W) (S) (IS)
Intent Yes Yes Yes Yes Yes No Yes Yes
Read
Ivr:ltreitr;t Yes Yes Yes No No No Yes Yes
Read Yes Yes No Yes No No Yes Yes
Read I_ntent Yes Yes No No No No Yes Yes
Write
Write Yes No No No No No Yes Yes
Signal Yes Yes No Yes No No Yes Yes
Intent | Y Y Y Y N Y Y
Signal es es es es es o es es

Fig. 13. Compatibility matrix for hierarchical locking.
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Due to a lack of space we cannot give the complete proof
here. Please refer to [21] for the complete proof.

LEMMA 6.1. A transaction which satisfies conditions 3, 4, and 5
for well-formedness and obeys the hierarchical locking pro-
tocol for its lock and unlock operations is well-formed.

TrustedLockManager( )
repeat
receive (TMy, T}, op, x, mode);

case op do

RaiseSignal:

let {xq ... x,,} be the data items locked in Write mode by T;.
for each T; that has either a Signal or an
IntentSignal lock on x; do
notify the TM of T; of a new value for xy;
let {y; ... y,} be the data items locked
in IntentWrite or ReadIntentWrite mode by T;.
for each T; that has a Signal lock on y; do
notify the TM of Tj of a new value for y;;
send(TM;, T}, raiseOK);

endcase

forever

Fig. 14. Trusted lock manager module with hierarchical locking.

PROOF SKETCH. From Theorem 6.1 two transactions obeying
the hierarchical locking protocol, cannot own conflict-
ing locks simultaneously on the same node of the lock
instance graph that is a tree. Thus transaction T;, which
is requesting a lock on an item, has to wait if a con-
flicting lock has been acquired on the same data item,
by another transaction. Thus the transaction T; satisfies
condition 2 for well-formedness and is well-formed. [

THEOREM 6.2. A history H consisting of well-formed transactions
obeying the hierarchical protocol for locking and unlocking
operations, is serializable.

PROOF SKETCH. The proof is similar to the proof for Theo-
rem 5.1. O

7 CONCLUSION AND FUTURE WORK

This paper extended the two-phase locking mechanism into
the realm of secure transaction processing using single-
version data items. In the proposed scheme, the only way
data sharing among transactions at different levels can take
place is by having a higher level transaction T; read a lower
level data item x using a Signal lock on x. Since a lower
level transaction T; can never access higher level data item,
T; does not ever have to wait or be aborted owing to a con-
flicting higher level transaction T;. This closes the timing
covert channel that can arise owing to a lock based syn-
chronization of concurrently executing multilevel transac-
tions. In addition, deadlocks among transactions at multi-
ple levels are also prevented. This is due to the fact that al-
though, in this scheme, T] may have to wait for T; to release
write locks, T; never waits for T;. This allows system deadlock
detection by employing untrusted deadlock detectors at each
security level. Each deadlock detector is responsible for pos-
sible deadlocks among transactions at its level.

The proposed GetSignal, RaiseSignal, SaveWork, and
RollBack commands allow a simple generalization of the
flat transaction model. The generalization is related to what
are called sequential nested transactions in which transac-
tions have an internal structure, though they are executed
sequentially. In particular, transaction T starts a new sub-
transaction by executing a SaveWork call; sometimes T per-
forms a Rollback to one of these savepoints aborting one of
its subtransactions. The GetSignal corresponds to end sub-
transaction and, therefore, a commit operation, if nothing
has to be notified. Indeed, in the sequential nested transac-
tion model the commit of a subtransaction is essentially a
null operation. The effects of the transaction are made dura-
ble and public only when the top level transaction commits.

In order to reduce the programming effort and make this
approach more convenient for database applications, the
proposed primitives can be invoked transparently in the
application as follows. Every time a transaction requests a
Signal lock, its transaction manager issues a SaveWork
command. When the transaction completes and issues an
End_Transaction command, the transaction manager in-
vokes first the RaiseSignal command and then the GetSig-
nal command. The GetSignal command invoked should be
the default invocation, i.e., GetSignal[— RollBack] which, in
case there is any signal to be serviced, will rollback the
transaction to the savepoint immediately preceding the
earliest lower read operation that has to be redone. This
transparent invocation of the system commands satisfies
the conditions of well-formedness of transactions given in
Section 5 and hence guarantees serializable histories. Fur-
ther, it appears that for transactions that do not read lower
level data items, there is no need to include any GetSignal
command. These transactions can be simplified by invoking
only a RaiseSignal at the commit of the transactions.

The goal of this work is not exactly to improve perform-
ance. Rather it is to provide a secure concurrency control
protocol that is based on locks on single-version data, and to
provide flexibility to the system programmer. Indeed, our
new system primitives allow the system programmer to
emulate other secure concurrency control protocols like that
of [13], [14]. Nonetheless, it appears that the ideas presented
here can be suitably modified to support higher levels of con-
currency in the conventional transaction processing frame-
work thus leading to improved performance. This is because
an update transaction can acquire a write lock on a data item,
even though a read lock is already set on the same data item.
Note that the overhead due to possible rollbacks will be re-
duced for short-lived read transactions as they will tend to
commit before getting signaled by the update transactions.

As part of our future work, we plan to investigate the im-
pact of this novel concurrency control mechanism on differ-
ent aspects of transaction processing. In particular, it appears
that the problem of commit protocols for secure transactions
can be solved more effectively within this scheme.
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