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Secure Dynamic Fragment and
Replica Allocation in Large-Scale
Distributed File Systems
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Abstract—We present a distributed algorithm for file allocation that guarantees high assurance, availability, and scalability in a large
distributed file system. The algorithm can use replication and fragmentation schemes to allocate the files over multiple servers. The file
confidentiality and integrity are preserved, even in the presence of a successful attack that compromises a subset of the file servers.
The algorithm is adaptive in the sense that it changes the file allocation as the read-write patterns and the location of the clients in the
network change. We formally prove that, assuming read-write patterns are stable, the algorithm converges toward an optimal file
allocation, where optimality is defined as maximizing the file assurance.

Index Terms—File system security, replication, fragmentation, distributed systems, peer-to-peer algorithms, assurance.

1 INTRODUCTION

HE growth and diffusion of large network infrastructures

have led to several projects that aim to design large-scale
distributed systems supporting efficient, secure, available,
and location-independent network services. Moreover, the
number of users that need these services will surely keep
growing in the future. In a classical client/server architecture,
the centralization of services allows a reasonable manage-
ment of complex distributed applications, assuring security,
availability, and consistency. In the literature, several
architectures follow this project baseline using centralized
servers, and most distributed file system prototypes rely on
the explicit or implicit assumption of one or more “trusted
servers” (e.g., NFS [1], [2], AFS [3], and CODA [4]).
Unfortunately, the increasing size of modern network
infrastructures reveals the limitation of this approach to
build a ubiquitous, always available, distributed file system,
especially referred to the security, the overall efficiency, the
scalability, and the single point of failure problem.

In order to overcome the above limitations, this paper
aims at designing a solution based on a large number of
servers coordinated by decentralized algorithms that
guarantee the availability and scalability of the system’s
functionalities. There is no centralized server for file system
services, only a set of cooperating nodes to provide data
storage, ubiquitous access, and update to remote users in a
scalable and dynamically reconfigurable way. Only clients
are trusted while all servers are untrusted; this change has a
strong impact on security and availability models. Recent
research works started at the University of Berkeley
(OceanStore [5]) and at Carnegie Mellon University (PASIS
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[6]), among others, have built prototypes of such a
distributed file system architecture. These projects propose
solutions of some of the issues that include: distributed file
discovery protocols, identification of user profiles and
preferences, scalable authentication and access control,
and tolerance of network and server failures.

In a fragmentation scheme [7], [8], a file f is split into
n fragments, all fragments are signed and distributed to
n remote servers, one fragment per server. The user can
reconstruct file f by accessing m fragments arbitrarily chosen.
The algorithm works in the read-m-write-all context. In
general, a read of m fragments is performed from the closest
servers among those that store the n fragments of the file. A
write is performed to all the n servers. When m =1, a
fragmentation scheme coincides with an n replication scheme,
where n copies (replicas) of file f are stored to n different
remote servers. In the following, we will use the term
fragment to refer also to a file replica. A large-scale
distributed file system usually bases file availability, con-
fidentiality, and integrity on a combination of file fragmenta-
tion, file replication, and file encryption techniques. This
paper proposes a model to assess the assurance of a file stored
in such a system, where the assurance of a file is the
probability that the file has not been compromised under
the assumption that the system is the target of a successful
attack (see Section 3 for a formal definition).

Intuitively, large-scale (also in geographical terms) service
distribution and the use of fragmentation and dynamic
reconfiguration techniques make a distributed file system
much more available compared with traditional client-server
architectures. However, the above reconfigurable distributed
service presents some critical problems with respect to
security. For example, during fragments reallocation (due
to demand changes and operative conditions), one or more
compromised servers may maliciously try to collect
m fragments of the same sensitive file in order to reconstruct
the file content. Our paper considers these issues, among
others, and proposes a completely distributed allocation
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algorithm that allows each server to store at most one
fragment of the same file. In particular, the main contribu-
tions of the paper include:

e A model to measure and to compare the assurance of
a file stored on distributed servers employing a
combination of fragmentation, replication, and en-
cryption techniques. Some of the servers may be
compromised by malicious attackers, and file frag-
ments can be eavesdropped when sent over the
network.

e An optimal, adaptable, and distributed allocation
algorithm to guarantee high file assurance in a
dynamic environment, where files move also to
follow the change of location of their clients. The
fragment allocation is reconfigured transparently
and automatically, as a response to modified
resource availability and client demands.

Our model confirms certain intuitions analytically: 1) A
higher frequency of writes guarantees higher confidenti-
ality, and 2) keeping a fragment close to where it is read and
written frequently not only minimizes cost, but also
increases confidentiality. Moreover, in contrast with earlier
work in the literature, our model assumes the servers may
share vulnerabilities and characterizes the common vulner-
abilities by saying that any security weakness in a server is
present in a fraction of the total number of servers. The
distributed algorithm is optimal in the following sense.
Consider a file f possibly shared by a set of users, and
consider an arbitrary assignment of the fragments of f to a
set of distributed file servers. Assume the read-write
pattern and the location of each user are generally regular.
For example, for a given time interval, user U1 executes one
read and two writes per second from the location L1, user
U2 executes three reads and one write per second from
location L2, and so on. Then, our distributed algorithm will
converge to the optimal allocation of the fragments for the
global read-write pattern. Optimality is defined in terms of
maximizing the assurance of file f. Moreover, the optimal
algorithm is completely distributed, since each server
makes the decision to locally change the allocation scheme,
and it does so based on locally collected statistics.

The rest of the paper is organized as follows: Section 2
introduces the basic schemes of file allocation and the
notation used in the paper. Section 3 proposes a model to
measure the assurance of static and dynamic file allocations
in a distributed system under attack. Section 4 presents our
distributed allocation algorithm and proves that, when the
global read-write pattern stabilizes, the scheme is optimal
for the file assurance. Section 5 contains some concluding
remarks.

2 SECRET SHARING, REPLICATION, AND
RELATED WORK

An (m, n) secret sharing scheme, 1 < m < n, breaks a file f into
nshares fy, ..., f,—1 such that any m of the shares are enough
toreconstruct f, while a subset of fewer than m shares give no
information on f. We will refer to such a scheme also as an
(m, n) fragmentation scheme, where each share is a fragment,
and where fo,..., fo_1 is a (m,n) fragmentation of file f. A

(1,n) fragmentation scheme can be also seen as a n replication
scheme, where each fragment is a replica of file f. Classical
implementation of (m,n) secret sharing schemes are Blak-
ley’s [9] and Shamir’s [7], where each share is as big as the
original file f. More space-efficient schemes exist, like
information dispersal [8], which is space-optimal, and short
secret sharing [10], which ensures confidentiality against
computationally bounded adversaries. However, while
secret sharing provides perfect confidentiality, meaning that
exactly no information is gained by holding less than
m shares, other schemes do not have this property, and leak
partial information on the original file f to holders of less than
m shares. In all of the above schemes, encoding and decoding
are computationally efficient.

Secret sharing schemes, sometimes combined with
cryptography, have been used to achieve both availability
and confidentiality in peer-to-peer distributed file systems.
An example of such systems is CFS [11], which provides a
read-only storage service with provable guarantees of
robustness, efficiency, and load-balancing. Availability is
assured by replication, without encryption, with the idea
that files can be encrypted by the client before storing when
confidentiality is an issue. Farsite [12] is another replication-
based distributed file system where PC clients contribute
storage resources in exchange of a highly available and
reliable file system. Fragments are encrypted before storage
using a so-called convergent encryption which allows
identical files to be detected with high probability, even
with different names and encrypted with different keys.
The Intermemory project [13] aims at building a robust
storage substrate for collective holdings of libraries and
institutions. It uses a two-level dispersal of erasure-resilient
fragments with either 32, 1,024, or 65,536 nodes storing each
block. OceanStore [5] provides a global persistent storage
service that supports updates on widely replicated en-
crypted data. PASIS [6] considers a wide range of threshold
schemes, which are a combination of secret sharing and
information dispersal, achieving better confidentiality,
availability, and integrity than conventional replication,
but at a cost in performance. In PAST [14], replicas are
placed on a diverse set of nodes by a fault-tolerant and self-
organizing routing and location infrastructure. The set of
nodes storing replicas is determined pseudorandomly, and
files stored are associated with a quasi-unique file/d
generated at the time of the file’s insertion into the system.
Files are immutable and can be shared by distributing the
fileld.

In the next sections, we measure the assurance of a file f
stored in a distributed file system using a combination of
cryptography, secret sharing, and replication, in the face of
compromised servers and assuming an insecure network
infrastructure, where fragments can be eavesdropped
during communications from/to the clients and during
server to server dynamic reallocation. The model can be
used to evaluate the assurance provided by most of the
above distributed file systems, and can be fairly easily
adapted to other coding techniques. Moreover, we propose
a dynamic allocation algorithm which tends to allocate
fragments in such a way to provide high assurance, and,
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under proper hypothesis of stability of the system, actually
converges to the allocation of maximal assurance.

3 DISTRIBUTING FRAGMENTS OVER A NETWORK

Consider a distributed system consisting of a set V' of
N servers. Given an (m,n) fragmentation fy,..., f,—1 of a
file f, a mapping for fis a function p1 : {fy,..., fu_1}—V such
that no two fragments are mapped to the same server.

Intuitively, mapping fragments fy,..., f,—1 over a dis-
tributed system should improve the assurance of file f.
Indeed, any foe willing to get f must compromise at least
m servers to retrieve enough fragments. However, assessing
the assurance of a mapping u is not straightforward. Even
under the assumption of knowing how much effort is
needed by an active foe to break into a single server, it is
still hard to tell how much effort is needed to break into
m servers of the system. As an example, consider an
attacker who exploits a software flaw to compromise part of
a distributed system. Typically, the biggest effort consists of
finding the flaw and breaking into the first server. After
that, not much effort is required to compromise all those
servers running the same insecure software.

One simple way, used in the literature, to give an
estimation of the assurance of a mapping for a fragmented
file is to assume that all servers of the system are hetero-
geneous [15]. Consequently, the effort spent to break into the
first server is probably useless when trying to break into other
servers of the distributed system. This idea has been used to
measure the assurance of a mapping as the effort needed by
an active foe to break into m servers, and the result claimed
[15] is that this effort is m times the effort to break into a single
server. However, this approach seems to be feasible only
when N, the number of nodes in the network, is small, since it
is not clear how to build a large number of heterogeneous
servers. Moreover, according to the above model, the
assurance of a mapping does not depend on n, but only on
m. This would imply that increasing n for a fixed m and, thus,
increasing redundancy of a file in a distributed system, does
not affect the assurance of the file. This appears to be against
intuition since it should be easier that an attacker collects
m fragments of the same file f, when a large number of
fragments of the same file are distributed on the system.

In the following section, we propose a simple model to
measure the assurance of a mapping 4 in a static distributed
file system. This model takes into account the fact that the
security of a single server is not independent from
successful attacks to other servers of the distributed system,
that both parameters n and m affect the assurance of a
fragmented file, and that additional cryptography can be
used to secure each fragment/replica in order to improve
the confidentiality of file f.

3.1 Static Systems

During a period when neither read nor write operations
occur on a file f, we say that the system is static. In this case,
which is usually temporary, fragments are just stored, and
the only way an attacker has to get m fragments of file f is
to break into enough servers. We start our discussion by
assuming that servers store fragments as plain-text without
employing cryptographic coding; hence, the attacker needs

just to break into m servers each storing a fragment of file f
to compromise the whole file.

3.1.1 Distribution Assurance

In order to break into a server, an attacker could exploit a
system weakness. There are several kinds of such weak-
nesses: poor system administration, bad users’ practices
(simple to guess passwords, for example), malicious
insiders, and different kinds of software/hardware flaws
(e.g., buffer overflow attacks). We cannot realistically avoid
such weaknesses in any large and complex system and, of
course, we do not even know what weaknesses a system
could reveal in the future. However, the number of servers
subjects to the same particular weakness can be limited.
One way is to apply information system diversity building
servers, which are as heterogeneous as possible, with
different software, different hardware, and different admin-
istrators. Indeed, even if the attacker finds a software,
hardware, or human flaw, he can exploit it to break into a
limited number of servers, namely, those using the same
weak component. If this component is used only by a
fraction of servers, the potential harm of its weakness is
contained. Note that this assumption is weaker than
assuming that all servers are heterogeneous, and does not
limit in any way the size N of the system.

Assume thatan N server distributed system is built in such
a way that the same weakness is present in at most
[AN] servers, where A € R and 0 < A < 1. Then, a single
attack by an active foe cannot affect more than [AN] servers,
forcing the foe to find another weakness if willing to
compromise other servers. Let S be the event “the distributed
system has been successfully attacked,” and let ) be the event
“at most m — 1 servers each storing a fragment of file f have
been compromised,” we will measure the distribution assur-
ance Aq(p) of a mapping p for a file f as the conditional
probability of @ given S (i.e., the probability that under a
successful attack fewer than m fragments of file f have been
compromised).

Under these assumptions, when m > [AN], the distribu-
tion assurance of p is just 1, as it is not possible for the
attacker to gain m fragments of file f with a single attack.
Otherwise, in the more common case when m < [AN],
Ay(p) can be computed in the following way:

. (1))
Aul) =13 Sy (M)

Pure Fragmentation: An example of this class of file
allocation schemes can be found in the PASIS system [6].
With pure fragmentation, as m increases, Fig. 1 shows the
behavior of A,(p) of a file fragmented into 15 pieces and
distributed over a 100 server system for different values of
A. We can see that the distribution assurance grows quickly
to the maximum value and that systems with higher
diversity (small values of \) guarantee a higher assurance
for a given m. Clearly, the maximum distribution assurance
of a fragmentation scheme is obtained when m = n, and its
value is:

i=m
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Fig. 1. Distribution assurance of a mapping p such that N = 100, n = 15,
and A\ = 0.15,0.30,0.45.

n> [AN]
n < [AN]. (2)

1

Ay(p) = { )

()

Note that, even when n < [AN], the distribution assurance

is very close to 1 for a large enough n. For example, when

N =100, A= .45, and n =15, A,(p) ~ 0.99999864. Fig. 2

shows how large m should be, depending on 7, in order to

obtain an assurance of 0.9999, 0.999999, and 0.99999999 on a

150 server distributed system. According to intuition, in

order to get the same distribution assurance when the

number of fragments n increases, threshold m should also
increase.

These results show that file fragmentation in a large-scale
distributed file system is an effective way to guarantee
assurance, even in the presence of compromised servers.
The problem of choosing a particular value of n and m for a
file f is a trade off between assurance and availability.
Indeed, increasing m for a fixed n improves the assurance of
file f (see Fig. 1), while increasing n for a fixed m allows the
distributed file system to tolerate a larger number of
compromised servers. A deeper analysis of these trade offs
is out of the scope of this paper.

Pure Replication: Examples of this class of file allocation
schemes are AFS [3], CODA [4], and CFS [11]. When m =1,
a fragmentation scheme is essentially a replication scheme,
and each fragment is a replica of file f. In this case, the
distribution assurance of a mapping f,

(LN—)\NJ)

n

A/ 3)

N ’ (
()

drops very quickly to zero as n increases. As an example,

if N =100, A =.30, and n =15, then A,(u) ~ 0.003611, if

n =20, then A,(p)=0.000420, and if n =25, then

Ay (p) =~ 0.000041. This analysis shows that, when n is

large and the distributed file system is the target of a

successful attack, almost surely file f is compromised.

Ag(p) =

3.1.2 Static Assurance

To improve security of the system, especially when a
replication scheme is used, fragments (replicas) can be
encrypted before being stored. Of course, this encryption
must rely on a secret key which is not stored in the server

T T
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Fig. 2. Value for m (as a function of n) required to obtain a distribution
assurance of at least 0.9999, 0.999999, and 0.99999999 on a 150 server
distributed system built in such a way that A\ = 0.3.

itself. Indeed, if a malicious user breaks into a server,
everything in the server is compromised, including the file
secret key. Therefore, we assume that each fragment is
encrypted by using a key known only by authorized clients,
and that this is done by means of an encryption system K.

In this new setting, the attacker has a more difficult task.
First, he has to retrieve m fragments of file f, and then he
has to break encryption system K. In the following, we
assume that breaking an encryption system is not impos-
sible. Practice says that no encryption system is perfectly
safe. As an example, a malicious user might apply a
dictionary attack to break K and find the client’s secret key.
This is just one among the many attacks to compromise K
and probably not the most common. It might be easier, by
using social engineering techniques, to retrieve the clients
secret keys, if they do not put enough care in securing them.

We measure the strength of an encryption system K as
its probability of being broken in any possible way, which
includes: dictionary attacks, brute force on the user secret
key, mathematical crypto-analysis, password guessing, and
social engineering techniques. Let IPx be such a probability:

Pk = IP("the encryption system K is compromised”). (4)

Let S be the event “the distributed system has been
successfully attacked,” and let @' be the event “at most
m — 1 servers each storing a fragment of file f have been
compromised or the attacker is not able to decrypt the
collected fragments”; we will measure the static assurance
Ag(pn) of a mapping p for a file f using encryption
system K as the conditional probability of @' given S
(i.e., the probability that under a successful attack file f
has not been compromised):

Ag(p) =1 = Pg(1 = Ay(p)). (5)

Fragmentation with Encryption: This scheme can be used
to build systems with an extremely high static assurance.
Indeed, following the above analysis, pure fragmentation
alone is able to guarantee a distribution assurance as close
to 1 as desired. Adding cryptography to pure fragmentation
gives an independent degree of security yielding extremely
high values of static assurance. However, since data are
encrypted, file sharing among a dynamic subset of users
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can be harder to implement in fragmentation with encryp-
tion than in pure fragmentation.

Replication with Encryption: Considering that file replica-
tion alone gives very low static assurance when the number
of replicas increases, many research projects of large-scale
distributed file systems propose to encrypt files before
storing them. Examples of such systems include OceanStore
[5] and FarSite [12]. However, under the assumption that
for any encryption system K, Py cannot be made as close to
zero as desired (there is always a nonzero probability to
compromise the keys), a replication with encryption scheme
does not allow us to approximate at will a static assurance
of 1, while a fragmentation scheme guarantees such a
property. Indeed, the maximum static assurance a replica-
tion scheme can achieve is equal to

[AN]
N ©

reached when n =1, which does not approximate 1 for a
fixed number of servers. Note that Px cannot be made as
close to zero as desired by simply taking longer and longer
keys. Consider this scenario: By accident, a legitimate user
loses the file secret key which is found by an attacker. While
with a fragmented distributed file the attacker still has to
retrieve m fragments, with a replicated distributed file the
attacker’s task is simplified, as shown by our study. The
strength of encryption system K depends on this kind of
scenario, and this might make it impossible to get Px as
close to zero as required.

Ag(p) =1-TPg

3.1.3 Integrity

So far, we have focused on confidentiality. Another
important issue is assuring integrity of file f. A possible
attack by a single compromised server storing one of the
fragments of file f is to modify in some way the fragment.
When a client reads that file, it collects m fragments and
reconstructs the file. However, since one of the n fragments
is modified, the reconstruction might generate a file which
is different from the original file f. Moreover, if afterward
the same client performs a write operation, all fragments
will be rewritten with incorrect data, and the final result is
that file f is lost. This attack is particularly vicious since a
single compromised server is enough to destroy the whole
file f. To prevent this unfortunate scenario from happening,
any malicious modification of a fragment should be
detected. This is possible by computing a hash-digest for
each fragment and storing the whole list of n hash-digests
with each fragment. Alternatively, each fragment can be
signed by the client, so that any modification of a fragment
is equivalent to its destruction.

As far as n—m fragments at most of file f are
compromised, the integrity of f is assured. Indeed, even if
all compromised fragments are destroyed by the attacker, m
of them are still in the system, enough to reconstruct the file.
Consequently, by taking as threshold m' =n —m + 1 in the
place of m, the distribution assurance A,(y) measures how
the system guarantees the integrity of file f. Note that static
assurance, which assumes that fragments are encrypted,
cannot be used in this setting since cryptography does not
give any contribution to preventing the destruction of
fragments.

3.2 Dynamic Systems

In a distributed file system, the fragments of a file f are sent
over the network as a consequence of the read and write
operations invoked on f by the legitimate clients. Moreover,
dynamic allocation protocols might move the fragments of
f in order to optimize the system performance, for example,
by moving them on the less loaded servers. During the
periods when fragments are sent over the network, we say
that a distributed file system is dynamic.

A dynamic file system is less secure than a static one.
Indeed, file fragments move through a network that must
be considered untrusted, in general. Data can be eaves-
dropped, destroyed, or modified by attackers who do not
need to break into any server of the system, but simply wait
for data to pass through a link or a router of the network.

Static assurance does not take into account the risk
involved in the fragment movements. Therefore, we extend
our model in such a way to measure the assurance in a
dynamic system, where security leaks can occur when data
is sent over an insecure network. The topology of the
network is fundamental to understand and evaluate how
risky it is to send a fragment from one particular server to
another of the distributed file system, hence, we start our
discussion from the network model.

3.2.1 The Network Model

In most cases, it is unreasonable to assume that we can
choose the network topology upon which a large-scale
distributed file system is implemented. Even though we can
build our local area networks according to security criteria,
or require them to comply with such criteria, they are
interconnected through a large-scale interconnection net-
work which is probably out of our control and whose
structure have to be considered unknown.

We model the network as composed of k subnetworks
So,...,5-1 (e.g., local area networks) interconnected by a
larger network (e.g., a wide area network). Each subnet-
work consists of a number of servers and clients of the
distributed file system, and can be connected to the larger
interconnection network at multiple points.

Consider a file f fragmented among servers of the
distributed file system according to a mapping u. When a
client performs a read operation, the client has to retrieve at
least m fragments of file f. Some of the fragments may be
stored in the same local subnetwork, while the remaining
fragments must be obtained from servers on other subnet-
works (see Fig. 3). In both cases, moving fragments can be
intercepted by attackers. Consider the first case: A fragment
is sent within the same subnetwork. Since we have control
on the structure of the subnetwork, the risk of eavesdrop-
ping can be made relatively small. For example, one could
build every subnetwork according to a star topology where
every client machine and every server machine are on
different links. In this way, a compromised server C'S in the
local subnetwork cannot “sniff” packets exchanged among
other servers or clients of the same subnetwork, unless the
packet is explicitly sent to C'S. Hence, the probability that
an attacker intercepts a fragment within such a subnetwork
can be considered negligible, and the network traffic within
the same subnetwork can be considered secure with respect
to confidentiality. Of course, the security of the central
switch of the star topology is now critical. However, this
device can be made resistant to remote attacks, for example,
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Fig. 3. A client in subnetwork S; has performed a read operation. Since
only m — 3 fragments are stored in S;, three additional fragments are
read from Ss, S3, and Sy_1.

by forbidding any kind of remote access (even for
maintenance) to the device. All network administration
and configuration should be executed using a direct local
login on the device. Thus, as a first approximation, we
consider trusted the central switch of a local area network.

The second case presents a different issue: The large-
scale interconnection network is out of our control and
cannot be assumed trusted. In the real case, this inter-
connection network might be the Internet, which is
undoubtedly insecure. Every fragment sent across the
interconnection network risks being eavesdropped, cor-
rupted, or destroyed. Thus, it is important to measure the
amount of file fragments that a distributed file system sends
across the large-scale interconnection network to provide its
functionalities, e.g., to satisfy the read/write operation
invoked by the users. As discussed in the following, this
measure can strongly influence the overall assurance of the
file.

3.2.2 Dynamic Distribution Assurance

In order to analyze the assurance of a dynamic system, it is
useful to introduce a definition of file distribution. Given an
(m,n)fragmentation fy, .. ., f,—1 of afile f, givena distributed
system consisting of k subnetworks S, ...,S;_; intercon-
nected by a larger network, and given a mapping ( for file f,
the distribution of file f according to p is the function d:
{0,...,k—1}+{0,...,n} mapping each subnetwork index ¢
to the cardinality of the set of fragments of file f stored in the
servers of subnetwork S; according to p. A distribution
encapsulates less information than a mapping; however, for
our discussion, it is enough to know how many fragments are
stored in subnetwork S;, not which server inside \S; actually
stores each of the d(i) fragments. In the following, we will
denote with d the distribution of file f according to p.

When a client in S; performs a read operation on file f,
d(i) fragments can be safely retrieved inside the same local
network. If d() < m, m — d(i) fragments must be requested
to servers outside subnetwork S;, traversing the insecure

large-scale interconnection network. As an example, in
Fig. 3, a client in subnetwork S; is performing a read
operation. All fragments in subnetwork S; are not enough
to reconstruct f, and three fragments have to be retrieved
from subnetworks Sy, S3, and Sj_1, respectively. We assume
that, while moving in the interconnection network, each of
the three fragments can be intercepted by a malicious user
independently with probability 7. Therefore, if p fragments
move through the insecure network, the probability that j of
them are captured is

o, (j) = { ()ma-m? j<n,
0 7> p.

Assume that, during a unit of time, only one operation on
file fisrequested in the distributed file system. This operation
comes from a client in subnetwork S;, which stores d(7)
fragments of f. Let p be the number of additional fragments
needed to serve the operation, namely, either p = m — d(i) if
d(i) <m, or p =0, otherwise, in case of a read, and p =
n — d(i) in case of a write. Therefore, an attacker willing to
compromise file f in this unit of time has to retrieve enough
fragments either breaking into servers, or intercepting part of
the p moving fragments. Let S be the event “the distributed
system has been successfully attacked,” and let Q" be the
event “atmost m — 1 fragments of file f are compromised ina
unit of time”; we will measure the dynamic distribution
assurance Q% (p) related to a single operation from subnetwork
S; of amapping p for a file f as the conditional probability of
Q" given S (i.e., the probability that under a successful attack
fewer than m fragments of file f have been compromised in a

unit of time):
) Oé/) (])) )

IANTY (([N=AN]
Bi) = U(@V)) (7)

is the probability that exactly ¢ fragments are stored in the
compromised servers. Note that we assume the worst case
when all moving fragments come from not compromised
servers, and are thus useful for rebuilding f if intercepted.

This analysis holds for a single read or write operation.
However, in general, there are multiple reads and writes on
file f coming from many subnetworks in a unit of time. Let
r and w! be the number of read and write operations on
file f requested in the tth unit of time by clients in
subnetwork S;, where ¢ is a nonnegative integer. The
sequence (r?,w?),(rl,w}),... is the read-write frequency
pattern of file f from subnetwork S;. A pattern is said to
be stable if (r!,w!) does not depend on ¢. When the read-
write frequency pattern from subnetwork S; is stable, and
when no ambiguity is possible, we will denote it with
(ri, w;).

A number of fragments move through the insecure
interconnection network to serve all read and write
operations, other fragments might be moved by dynamic
allocation protocols. However, an attacker cannot just
intercept m of those fragments to compromise f. Indeed,
after each write, the version number of fragments of file f is

m—1

Qi(p) =1- (Z B+ B(i) Z

=0 i

where
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increased. A key observation is that fragments with
different version numbers cannot be used together to
reconstruct f. Therefore, we are interested in estimating in
average how many fragments with the same version number
are sent over the insecure network in a unit of time.

Assume at least one write operation during the tth unit
of time. Let §; be the number of fragments moved as a
consequence of a dynamic reallocation in the tth unit of
time, then, the average number of moving fragments with
the same version number is

zéé;wned<» Yo wh(m & d(s))

€(d) = - +
= Sl
. 0
Yyt
where
a—>b ifa>b,
aSb= { 0 otherwise.

The first, second, and third part of the sum in (8) counts
how many fragments move in average due to read
operations, write operations, and reallocation between two
consecutive writes, respectively. Note that the above value
for ¢(d) is an upper bound of the actual value, since the
same fragment can be moved multiple times to serve
different read operations.

Fragments moved by a dynamic allocation protocol
cause a subtle security leak. Not only can they be
intercepted, there is a probability that they are moved from
an uncompromised server to a compromised one, giving an
additional chance to the attacker of collecting m fragments
of file f. Taking into account these movements, the
probability (3*(i) that exactly ¢ fragments are stored in
compromised servers during the time lapsed between two
consecutive writes in the ¢th unit of time comes to

o () .

(i)
n-+6; /Wy
where W, = 270wl

Now, we can measure the dynamic distribution assurance
A¥(p) of a mapping p for a file f at time ¢ as the dynamic
distribution assurance of a single access to file f requiring
€:(d) fragments outside its local subnetwork:

m—1 e;(d)
1= (S0 50 3 s

=m ]mz

The average number of transmitted fragments ¢,(d) with
the same version number is an important component of the
dynamic distribution assurance. In general, it is possible to
show that the file assurance decreases when the number of
write operations is negligible compared with the number of
read operations.

Fact 1:

lim  Aj(p) =

€(d)—+00

This fact suggests that a high assurance levels for read-only
files are difficult to guarantee, and that for read /write files,

the clients should perform on average a write operation
every z read operations, where z is a function of the
minimal assurance desired for file f.

3.2.3 Dynamic Assurance

Like in the static case, fragments (replica) can be encrypted
with the client’s private key before being stored. This is the
choice of several research prototypes of secure large-scale
distributed file systems using replication like OceanStore
and FarSite. Our model, even in the simplified static case,
shows that, when using replication schemes, this choice is
necessary if you want your system to be reasonably safe
against successful attacks, as discussed in Section 3.1.
Moreover, when a fragmentation scheme is used, the same
discussion shows that very high levels of static assurance
can be achieved without encryption. In this latter case, it can
be a good idea to encrypt fragments only when they are sent
over the network, if we believe that the risk of being
intercepted is high. Note that the access to a shared file can
be simplified if the file fragments are not kept encrypted in
the server, but they are encrypted only before they are sent.
Moreover, implementing a so-called recovery functionality,
which allows to recover the file in case the client lose his
keys, is clearly straightforward.

To be more general, our model considers two different
encryption systems, K; and K,. K is used to encrypt file
fragments when they are stored; a second encryption using
K, is performed on the same fragments when sent over the
network. Like in the static case, we assume to know
probability IP that K; is broken by an attacker, and
probability Py, x, that K, is broken given that K is
broken. For example, OceanStore encrypts replicas only
when stored, therefore, IPx, depends on the strength of
such an encryption, while P, g, is equal to 1 since K is
“no encryption” and is thus breakable with probability 1.

The dynamic assurance Ay, ,(p) of a mapping u for a
file f at time ¢, using encryptlon systems K; to store and
K, to transmit the file fragments is equal to

d) (ﬁ) .

Ak i, () =
—Pg, (Z g (i
=m
The above equation can be derived by noting that fragments
found in compromised servers can be used after breaking
K, while fragments intercepted over the network can only
be used after breaking both K; and K.

The dynamic assurance is a consistent extension of its
static version. Indeed, when ¢;,(d) = 0, the two measures
coincides. In general, it is easy to see the following fact.

Fact 2: Ay, 1, (1) < Ar, ().

The above fact captures the intuitive idea that a dynamic
system is always less secure than a static one, whatever
encryption is used for communications.

A natural question is whether it is possible to find a
mapping p such that Ay ., (u) is maximal. The answer is
yes and it can be shown that the maximum of Aj ;. (u)
coincides with the minimum of the following cost function:

= [ri(m e d(i)) + wi(n — d(i))].

i

€(d)

E o,

Jj=m—i

m—1

)+ P, i, Z B (i

cost(d) (10)
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This is somewhat intuitive, noting that cost(d) measures the
number of fragments that have to move through the
insecure interconnection network in order to serve all read
and write operations in a unit of time. When this number is
minimal, the attacker has less chance to intercept enough
fragments to compromise file f, and the dynamic assurance
is thus maximal.

However, the read-write frequency patterns of file f is
not known in advance, and it can change over time, so that
an optimal static allocation is not feasible. To overcome this
problem, in Section 4, we propose a distributed algorithm
for file fragment dynamic allocation such that, if the read-
write patterns are stable for a certain interval, then, starting
from an arbitrary mapping, fragments are moved among
the servers in such a way to converge to a mapping p of
maximal dynamic assurance.

3.2.4 Other Attacks to a Dynamic System

Consider, as an example, the following scenario: A
malicious user has compromised one server and has been
able to get a fragment of a file f stored in this server. Due to
the dynamic reallocation of file fragments, even if the
malicious user is not able to compromise other servers, it is
still possible for him to compromise file f. He can just wait
for enough fragments to step through the compromised
server, and collect all of them.

In order to overcome this problem, we propose to add a
restriction to the fragments movement. The rule we
introduce is: No fragment can move to a server that currently
stores, or has stored even for a short time in the past, a different
fragment of the same file. Enforcing this rule as it is can be
expensive in terms of resources to be used. Indeed, it is
necessary to record what fragments have been stored in
each server since the system has been started. Moreover, a
server cannot be trusted for storing this information for
itself. Otherwise, a malicious server could pretend that it
never stored any fragment of f in the past, just to receive
other fragments to collect.

To prevent security holes of such a logging system, we
propose a simple, static, and distributed criterion to decide
whether a particular server is authorized to store a
particular fragment of file f or not. Let f be a file split
into n fragments fj, ..., f,—1, and let i be the index uniquely
identifying a server. Server s; is authorized to store
fragment f; of file f if and only if:

F(i) = j mod n, (11)

where F' is a hashing function mapping the set of server
indexes into {0,...,n—1}. In this way, server s; is
authorized to store only one particular fragment of file f,
and the other noncompromised servers will never send to
server s; a different file fragment. Moreover, as long as F'is
chosen uniformly at random from a universal hash family
[16], the probability that two servers can store the same
fragment is less than or equal to 1/n. This is useful to ensure
that, with high probability, every client is close to a server
that can store fragment f;, for all j.

By using the above idea, the set of possible servers for each
fragment gets smaller and the sets of servers of two different
fragments do not overlap, consequently, (1) becomes slightly
different:

(12)

w3 (50Y.

i=m

Accordingly, (7) and (9) shoud also be changed in a similar
way. However, note that (1) and (12) are essentially the
same when the number of servers in the system N is large
compared with the number of fragments n.

4 DYNAMIC ALLOCATION ALGORITHM

In this section, we propose a dynamic allocation algorithm
which, assuming stable read-write frequency patterns,
moves fragments between servers in such a way to
converge to a mapping with maximal dynamic assurance.
This is proven by showing that the algorithm converges to a
distribution which minimizes cost function (10). The
algorithm is distributed and is described in a C-like
language in Figs. 4 and 5. Initially, fragments are stored in
the system according to an arbitrary mapping compliant
with (11).

Consider a client in subnetwork S;. When the client
performs a read operation, it executes the following
algorithm. If m fragments of file f can be found in
subnetwork S;, it retrieves m fragments choosing those
with minimal index. In this way, if multiple clients are
present in the subnetwork and more than m fragments are
locally stored, the exceeding fragments are not read by any
client and are free to be moved away if necessary.
Otherwise, if less than m fragments can be found, other
fragments are requested outside the local network choosing
the least recently requested fragments by this client. In this
way, each client cyclically requests all fragments stored
outside its local network. When a client performs a write
operation, he rewrites all fragments.

When a client ¢ in S; performs a read operation and
addresses a fragment f, stored in subnetwork S}, ¢ attaches
to its request some information which identifies itself, the
index ¢ of the subnetwork, and its updated average read
and write frequencies (r,w) for fragment f,. Frequency r is
summed up by the server in S; storing f; for all clients in .S;
that perform read operations on f,., and the resulting value
is stored into a local server variable 7;. Similarly, local server
variable w; is updated using write frequency w.

During the execution of the algorithm, it may happen
that a fragment f, in subnetwork S; is not read any more by
a particular subnetwork S;. This is due to:

1. all clients in subnetwork S; do not perform read
operations any more,

2. 1 # jand the remote subnetwork S; does not retrieve
remote fragments any more when reading since it
stores m fragments locally, or

3. i =jand local clients can find m local fragments in
the subnetwork with smaller index.

In all of the above cases, frequencies (7;, ;) store an out of
date value that no longer will be updated since the server
will not receive any request from subnetwork S;, giving
new frequency information. In order to deal with this
situation, all local frequency variables are periodically reset
to zero. The server performs such a reset by executing
function Server: :move (fragment f.) every At units of
time. The move() function also checks whether the
fragment f,. has to be moved to a subnetwork performing
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file Client::read(file f, frequencies (r,w)) {
% f is the file to read
% r is the read frequency of this client
% w is the write frequency of this client

in the local sub-network, [ = |1;
it (0 >m)Letd ={fi,....f} 1
else {

the local sub-network;
LetJ=1UX;

this operation;

LetJ be equal to /UX;

}

if ((J| =m) {
Reconstruct file f;
return f;

else failure(file unavailable™);

}

% f is the file to rewrite with data g
% r is the read frequency of this client
% w is the write frequency of this client

Split g into n fragments go,...,gn—1;
Sign each fragment g, ...

Let/={fi,...,f;} be the set of indexes of all fragments stored

Let X be such that |[X| =m — and X contains the indexes
of the least recently requested fragments stored outside

Request each fragment in J, attaching to the request frequencies (r,w);
Check client signatures and remove from J the indexes of corrupted fragments;
while (|J| < m and there are other available fragments to request) {
Let X be such that |[X| =m — |J| and X contains the indexes
of the least recently requested fragments stored outside
the local sub-network that have not been read yet during

Request each fragment in X, attaching to the request frequencies (r,w);
Check client signatures and remove from X indexes of corrupted fragments;

void Client::write(file f, data g, frequencies (r,w)) {

,&n—1 With client’s private key;
Rewrite all fragments of f with go,...,g,—1, attaching to the request frequencies (r,w);

Fig. 4. Algorithm executed by a client either to read or to write a given file f.

a higher number of operations on file f. In the rest of this
paper, we will denote the time between two consecutive
resets as a At-period.

If a fragment has to be moved from subnetwork S; to
subnetwork S;, the server storing the fragment choses at
random a server in Sy that can store the same fragment
index according to (11). If subnetwork S; is large enough,
almost surely such a server exists, due to the properties of
the hash function F' introduced in (11). Moreover, when
multiple eligible servers can be found, randomness ensures
a good level of load-balancing. This is performed in
procedure moveto(f,, j/) in Fig. 5. Conversely, when S;
does not contain any eligible server, subnetwork S; has to
be ignored when considering this fragment movement.
Provided that subnetworks are large enough, this event is
extremely unlikely, therefore, in the following, we assume
that all subnetworks can potentially store any fragment.

In the next section, we show that the above algorithm is
optimal, in the sense that it converges to an optimal file
allocation according to the cost function (10).

4.1 Optimality
Assuming stable read-write frequency patterns (r;,w;),
i=0,...,k—1, consider the problem of finding a mapping

for file f with minimal cost according to (10), that is, a
mapping where the file f has the maximal assurance. For
the ease of explanation, we will assume at least one active
client, i.e., there exists an index 7 such that r; +w; > 0 for
given file f. Moreover, we can assume, without loss of
generality, that subnetworks are sorted in such a way that if
1 < j, then (’I“,j + w7) > (’I“j + wj)

Of course, some subnetworks perform more read and
write operations than others. In particular, some of the
subnetworks have a key property: The number of read and
write operations per unit of time on file f is at least as high
as the number of write operations on f from any other
subnetwork. The indexes of such subnetworks can be
collected in a set H defined as follows:

H:{i: wjgn;—i-U),;Vj}.

A few simple facts about H can be shown. First of all, H is
not empty. This is true because (ry + wy) > (r; + w;) > w; for
all ¢, hence, 0 € H. Second, since (r; + w;) > (141 + wiq1), if
i+ 1€ H,theni € H.Inother words, H isequal to an interval
{0,...,h— 1}, where h is the number of elements of H.
Consequently, H is equal to interval {h,...,k— 1}. In the
following, we will say “subnetwork S is in H (or H),”
meaning “the index of subnetwork Sis in H (or H).”
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Server::onReadInvocation(client c, file f, frequencies (r,w)) {
Let j be the sub-network where client ¢ is locally connected;
Update frequency 7; with r and frequency w; with w;
if (fragment has been moved) failure(’fragment not present”);
else send(fragment, c);

}

Server::onWriteInvocation(client c, file f, fragment g,, frequencies {r,w)) {
Let j be the sub-network where client ¢ is locally connected;
Update frequency 7; with r and frequency w; with w;
il (fragment has moved) lailure(”[ragment nol present”);
else Update fragment with g,;

}

Server::move(fragment f;) {
Let j be the index of the sub-network where the server is
locally connected;
if (3 j' such that 7 +v8; > F; +W;, and 7y + Wy > Fn w0 for all j)
moveto(f, j ),

reset 7y,...,Fx—1 and Wy, ... ,Wr_| to zero;

Fig. 5. Algorithm executed by servers to decide whether to move a
fragment to another subnetwork.

Now, we can formally show that no locally optimal
distribution can assign any fragment to a subnetwork S; in H.

Lemma 1. If d is a locally optimal distribution for file f, then
d(i) = 0 for all subnetworks S;, i € H.

Proof. Let d be a locally optimal distribution such that
d(i) > 0, where i€ H. Consider the distribution d'
obtained from d by moving one fragment from S; to .S},
where j is such that w; > r; + w;. Note that such an index
j always exists since i€ H. Let A be equal to
cost(d) — cost(d’), which is the improvement of d’ over d.

A =rj(m & d(j)) +wj(n — d(j)) +ri(m © d(i))+
+ wi(n —d(i)) —ri(m e (d(j) + 1))+
—wj(n = (d(j) + 1)) —ri(m © (d(i) — 1))+
—wi(n —(d(i) — 1)) =

=[(med(j) — (me (d(j) + 1))]r; + w;+
—[(me (@) —1)) = (m e d(i))]r; — w; =
= borj + w; — biry — w;,

where by is a bit set to one if and only if d(j) < m, and b
is a bit set to one if and only if d(i) < m. Hence,

A:borj—l—wj—b]ri—wizwj—(r¢+w7;)>0.

We get a strictly positive improvement by moving one
fragment from S; to S;. Consequently, d cannot be locally
optimal. 0

Thanks to the previous lemma, we can concentrate on the
allocation of fragments of f to subnetworks in H. Two main
cases arise depending on the number of fragments and
parameter m. The first one is when n < mh. In this case,
there are not enough fragments of file f to distribute m of
them to each subnetwork in H. Moreover, there is no gain in
allowing a subnetwork S; to store more than m fragments.
Indeed, there would exist another subnetwork S; storing
less than m fragments, and subnetwork S; would benefit
from storing an extra fragment both for reading and for
writing, while S; uses fragments exceeding the first m only
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Fig. 6. Optimal distribution when mh <n. E =n —m(h — 1) fragments
are stored in subnetwork S, where s = 2; the other subnetworks in H
store m fragments each. Subnetworks in H are empty.

when writing. Since both S; and §; are in H, it is not
possible that the write frequency of S; exceeds the
combined read and write frequency of S;.

When n > mh, we have the second case, shown in Fig. 6.
Here, there is no point in letting a subnetwork store less
than m fragments, as there are enough fragments to cope
with the reading needs of all subnetworks. Hence, after
mapping m fragments of file f to each of the h subnetworks
S0, - - ., Sh-1, the remaining n — mh fragments are accessed
by the clients only when writing f. Intuitively, the best
choice is to map all of the remaining fragments to the
subnetwork with the highest write frequency related to file
f. Let s be the index of such a network in H, i.e., s € H is
such that w, > w; Vj € H.

Lemma 2. Let distribution dopr for a file f be defined as follows:

nems if n <m(s+1),
dopr(s) =¢ m if m(s+1) <n < mh,
n—m(h—1) if mh<n,
dopr(i) = {m if n>m(i+1),
n ©mi, otherwise,
dopr(j) =0,

where i € H\ {s} and j € H. Then, distribution dopr has
optimal cost.

Proof. Cost function (10) is convex. Note that functions
g1(z) = m © z and g2(z) = n — z are convex, and the cost
function is thus convex as it is a linear combination of
convex functions. By Lemma 1, all feasible distributions d
are those such that ), d(i) = n, d(i) > 0 forall : € H, and
d(j) = O forall j € H, which is a convex space. It is known
that local minima of a convex function defined on a convex
space are also global minima [17]. Consequently, it is
enough to show that dopr is a local minimum.
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Take a generic distribution d from the neighbor-
hood of dopr in the convex space defined above.
Distribution d’ can be obtained from dopr by moving a
fragment from subnetwork S, where dopr(a) >0, to
subnetwork S, where dopr(b) <n and a # b. Consider
A = cost(dopr) — cost(d’), which is the improvement of
d over dopr:

A = ry(m & dopr (b)) + w(n — dopr(b))+
+ 7ro(m © dopr(a)) + we(n — dopr(a))+
—7p(m © (dopr(b) + 1))+
—wy(n — (dopr(b) + 1))+
= ra(m © (dopr(a) — 1))+
— wa(n — (dopr(a) — 1)) =

= bory + wy — b7y — Wy,

where b is a bit set to one if and only if d(b) < m, and b;
is a bit set to one if and only if d(a) < m. Now, we
proceed by cases.

If n < mh, then dopr(i) > 0 for all i < [n/m]. Conse-
quently, a < [n/m], dopr(a) <m, and b; = 1. Consider
now b. If b<a, then dopr(b) =m, by =0, and A=
wy — (rq +w,) < 0since a,b € H. Otherwise, if b > a, then
A <1y +wy — (ry +w,) < 0since subnetworks are sorted
by read write frequencies.

If n>mh, then dopr(i) >m for all i € H, conse-
quently, by = 0. Consider now, a. If a # s, then b; =1,
and A = wy, — (r, +w,) < 0 since a,b € H. Otherwise, if
a=s,then A =wy, — (birs + w,) < wy — w, < 0 by defini-
tion of s.

In all cases, cost(dopr) < cost(d'), hence, dopr is a local
minimum and the lemma is proved. a

Although our results hold in the general case, for the
ease of explanation we assume that (r; + w;) # (r; + w;) for
all ¢ # j. Moreover, we assume that At is long enough that
each fragment f, receives a read operation from every
reading client and a write operation from every writing
client during any A-period. This requirement can be
ensured by choosing At such that:

n—m-+1 1}

— 1
R. W, (13)

At > m{z}x{
where R. and W, are the read and write frequencies of a
client c. Note that servers are not synchronized and, thus,
periodic resets do not occur at the same instant on all
servers. Under these hypotheses, the next theorem formally
shows that our dynamic allocation algorithm converges to
an optimal distribution.

Theorem 1. If the read write frequency patterns are stable, the
dynamic allocation algorithm of Figs. 4 and 5 converges to an
optimal mapping for file f.

Proof [(sketched)]. Consider a fragment f, stored in a
server in subnetwork S; such that i € H, just after a
periodic reset of frequencies. Since H is not empty, it
follows that w, > 0, where s is such that w, > w; for all j.
Before the next reset occurs, at least one write request
from each client in subnetwork S, reaches f,. At the next
reset, the server will move fragment f,. outside H since

Wy > 7 + W, for all i € H. Such a fragment f, will never
be moved back into a subnetwork S, € H, as w; >
(rj +wj;) for all j € H. As a consequence, all fragments in
subnetworks in H will be eventually moved to subnet-
works in H.

We now focus on subnetworks in H. We say that
fragment f, knows subnetwork S; if fragment f, has been
reached by a read operation issued by each reading client
of subnetwork S;, and by a write operation issued by
each writing client of subnetwork S;.

We start from the case n < mh. Consider subnetwork
So. If Sy stores g fragments for a complete At-period, where
g <m, both read and write operations generated at
subnetwork Sy reaches fragments outside .S;. Hence, at
least m — ¢ fragments outside Sy; know subnetwork Sj.
These fragments, at their next reset, will move to Sy, since
ro + wp is the largest frequency in the system. However,
after m fragments moved to subnetwork S, clients in .S, do
not access more than m fragments while reading. The
servers storing these fragments, after a reset operation,
will move their fragment to another subnetwork i in H, if
such a subnetwork exists. Consequently, subnetwork Sy
will eventually store exactly dopr(0) fragments. A similar
argument holds for S1, Ss, ..., Sf/m1-1, and the algorithm
thus converges to dopr.

Consider now, the case n > mh. For the argument
given above, all subnetworks in H will eventually store
at least m fragments. When this even occurs, the
exceeding fragments will be accessed only on write
operations. All these fragments will thus move to
subnetwork S;, which has the highest write frequency,
and the algorithm converges again to distribution dopr.0

5 CONCLUDING REMARKS

This paper first proposes a model to measure the assurance
level of static and dynamic file allocation schemes in a
large-scale distributed system, and then discusses and
analyzes an optimal dynamic allocation algorithm that
provides high assurance, availability, performance, and
scalability. Though a subset of these constraints may be
considered as traditional research topics, however, they are
only partially satisfied by the classical infrastructures
(future community may grow up to millions of members).
In the future infrastructures, a large number of geographi-
cally distributed, autonomous servers should use peer-to-
peer algorithms in order to provide data storage and
ubiquitous access and update to clients in a scalable and
dynamically reconfigurable way.

This paper focuses mainly on dynamic secure file
allocation in such large-scale distributed infrastructures.
Related future works also include the issues of load-
balancing, job scheduling, and the effects of malicious node
and denial of service attacks. We also plan some experi-
mental evaluations to define and tune the parameters to
preserve the scalability of the solutions.
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